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INTRODUCTION

D isco v e ry  in volving e lectro n ic  
d ocum ents su ch  as em ail o r softw are  
sou rce  co d e  p o ses m an y issues that do  
n ot arise  as co m m o n ly  w ith traditional 
p ap er d ocum ents.

T h ese  issues include:

• Working out which documents 
are discoverable or not: H avin g  
reg ard  to the quantity gen erated  by  
and the v arie ty  o f  data sou rces  
(em ails , e lectro n ic  reco rd s e tc )  
used  b y b usinesses th ese d ays, this 
has b eco m e a m u ch  m o re  n on ­
trivial task  than in the past.

• Numerous Copies: T he ease  o f
d up lication  and the prop en sity  to  
have m ultiple cop ies  o f  d ata (in  
various versions fo r backup and  
oth er p u rp o ses) leads to m ultiple  
in term ed iate  versio n s o f  the sam e  
d ocu m en t b eing in e x is te n ce  years  
after the final d ocu m en t w as  
created . T he s trict obligation  to 
d isco v er co p ies  o f  all d ocum ents  
b eco m es p articu larly  im portant in 
this regard .

• Unforeseen Copies: M an y  cop ies  
o f  the d ocu m en t are crea ted  by  
m ach in es in the ordin ary  co u rse  o f  
p ro cessin g  such  d ocu m en ts. T h ese  
d ocum ents or the in form ation  
stored  in e ach  different d ocu m en t 
can  be v e ry  sign ifican t and have  
real im p act on the p roceed in g s. 
H o w ev er, w ithout sign ifican t 
tech n ical exp ertise  and  
understanding o f  the co m p u ter  
system s in volv ed , these d ocum ents  
are often  lost or not d iscov ered .

• Are the known documents 
recoverable? In m an y ca se s , 
backup storag e  techn iqu es m ay  
have utilised  superseded  hardw are  
and softw are  and the exam in ation  
o f  the m ed ia  can  be v e ry  difficult 
w hen the original equipm ent is not 
com p atib le  w ith  m o d em
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eq uip m en t -  for exam p le  tape  
b ack up s have o v e r the years  
utilised  different reco rd in g  form ats  
and sm aller and sm aller tape  
spoolin g d ev ices  and th ese sim ply  
are n ot usable unless yo u  h ave a 
tape read er that is designed  to read  
and hou se that p articu lar sized  tape  
cartrid g e  o r reel.

• Who has control of the 
documents? W h e n  o f f  site  
re co rd s  are  involved, it should be 
asked  in w ho has p o ssessio n  and  
co n tro l o f  the d ata and w h ether 
such  d o cu m en tatio n  should be  
sub poen aed  rath er than d isco v ered ; 
F o r  exam p le  w eb site logs stored  
b y an In tern et S erv ice  P rov id er.

• Additional Costs: T h e
ab ovem en tio n ed  facto rs  all m ean  
that d isco v e ry  is a co m p le x  and  
e xp en siv e  e x e rc ise  the co sts  o f  
w h ich  cou ld  e x ce e d  the am ount in 
dispute. P articu lar co n sid eration  
n eeds to be given  to the co sts  
in volved  in ascerta in in g  w h ich  
d ocu m en ts are d isco v erab le  or not 
and the co sts  o f  retrievin g  data  
in cluding the tim e and equipm ent 
in volved.

T his article  w ill exam in e th ese issues  
in m ore d etail in the light o f  recen t  
ca se  d ecision s.

PRELIM INARY DISCOVERY OF 
ELECTRONIC DOCUMENTS

T o  understand the im p o rtan ce  o f  
electro n ic  docum ents it is useful first 
to look  at its ap p lication s in a 
p relim in ary  d isco v ery  scen ario .

In m atters involving in form ation  
tech n o lo g y  disputes o r co p y in g  o f  
e le c tro n ica lly  stored m aterials, 

p relim in ary  d isco v ery  o f  e lectro n ic  
d ocum ents ca n  play an im p ortant role  
in co lle ctin g  evid en ce , identifying  
potential defendants and cau ses o f

actio n . O ften  such cases in volve  
incidents in w h ich  softw are o r  other 
e lectro n ic  data is m ore cru cial to the  
d eterm in ation  o f  a m atter than m ay  be 
the ca se  in a norm al co m m e rcia l  
tran saction  w hich  has been  
d ocum ented  e lectron ically .

In the m atter o f  A2B 
Telecommunications Pty Ltd v Hinkley 
& Anor1 the p lain tiff sought an order  
pursuant to R ule 3 2 .0 5 2 that the 
defendants m ake d isco v ery  o f  sp ecific  
docum ents.

T h e p la in tiff alleged  that the first 
defendant, A d am  H inkley ( “H in kley” ) 
had been an em p loy ee o f  the p lain tiff  
from  O cto b e r 1 9 9 5  until Septem ber  
1 9 9 7  and during the cou rse o f  his 
em p loy m en t, had d evelop ed  sou rce  
co d e  fo r certain  com p u ter softw are
application s.

T h e p la in tiff further alleged  that p rior  
to resign in g from  the em p loy o f  the 
p la in tiff  (w ithout n otice) and m o vin g  
to  C an ad a, H inkley deleted  or  
en cryp ted  all cop ies  o f  the sou rce  cod e  
on the co m p u ter system s o f  the 
plaintiff.

In related  p roceed ings Hotline 
Communications Ltd & Ors v Adam 
Hinkley & Ors3, H otline
C o m m u n icatio n s ( “H otlin e”) obtained  
in 1 9 9 8 , by w ay  o f  an A nton  P iller  
O rder, co p ies  o f  sou rce  co d e  for 
variou s softw are ap plication s and 
related  m aterials from  H inkley and  
oth er p arties. H otline claim ed ,
am o n g st o th er things, that H in kley had 
d eleted  certain  sou rce  cod e from  
com p u ters  at H otline
C o m m u n ica tio n s ’ p rem ises in C an ad a  
and had left in sim ilar circu m stan ces  
to  those o f  his departure from  A 2 B .

A 2 B  sought p relim in ary  d isco v e ry  o f  
the m aterials obtained by H otlin e by 
w ay  o f  the A nton P illar ord er to
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determ in e w h eth er the so u rce  co d e  
d evelop ed  fo r H otline by H in kley  w as  
the sam e or substantially  the sam e as 
th e p rod u ct develop ed  by H in k ley  
during the co u rse  o f  his em p loy m en t 
b y  A 2 B .

I f  w as found by W arren  J  that 
n otw ithstan din g A 2 B ’s su sp icion s, it 
co u ld  not know  o f  any sim ilarity  
b etw een  the resp ectiv e  sou rce  co d e  
until it had the benefit o f  in sp ectio n  o f  
the d ocum ents it sought to be  
d iscov ered .

F o llo w in g  in sp ection , litigation  w as  
subsequently co m m e n ce d  b y A 2 B  
again st H otlin e, H in kley and oth er  
parties b ased  upon the sim ilarities  
found betw een  the sou rce  co d e , the 
o th er e lectro n ic  inform ation  w h ich  
w as d isco v ered  and the an alysis that 
this m ade possib le .

A n ap p lication  for p relim in ary  
d isco v ery  need  not be for sp ecific  
d ocum ents it m a y  also  be used  in 
ord er to identify a resp on d en t4. 
London Econom ics (Aust) Pty Ltd v 
Frontier Econom ics Pty Ltd5 is an  
exam p le  o f  a m atter in w h ich  the  
ap plicant sou gh t d isco v ery  by certain  
parties then em p loy ed  by the 
respondent, and had been fo rm ally  
em p loyed  b y the ap plicant, o f  
m aterials inclu din g, am o n g st oth er  
things, co m p u ter p rog ram s, d ata files, 
co m p u ter tap es and C D -R o m  disks  
con tainin g re lev an t in form ation . T h e  
ap plicant satisfied  the cou rt th at in 
co m p lian ce  w ith  F ed eral C o u rt R u es  
O 1 5 A  r3 and r6  that it had m ad e  
reason ab le inquiries to e licit the  
relevant in form ation  and its inquiries  
had been u n su ccessfu l.

Fin k elstein  J ,  in fo llow in g G ob b o J  in 
G Breschi & Son Pty Ltd V A F T  Ltd? 
found that w hilst it w as not a  
legitim ate use o f  O 15 A , r3 for parties  
to be exam in ed  about their ow n  
in volv em en t, the rule can  be used in 
cases w h ere there are m an y  
p rosp ectiv e  defendants, none o f  w h om  
have been su fficien tly  identified  as 
potential d efen dan ts, to ascerta in  w ho  
m ight be the p ro p er defendant.

E le ctro n ic  d ocum ents m ay  be  
p articu larly  useful in such  d isco v e ry  
b ecau se  th ey  often  con tain  w ithin the  
d ocum ent i ts e lf  a record  o f  w ho has

a cce sse d , m odified  o r  printed  the 
d ocu m en t and the tim e and d ate o f  
such use.

A p p lican ts  m u st b ear in m ind  though, 
that the co s t o f  su ch  e lectro n ic  
d isco v ery  m ay  be h igh  and as in this 
m atter, the ap p lican t m a y  be required  
to p ay fo r the co sts  a sso cia te d  w ith  
d isco v ery .

POST ISSUE DISCOVERY

P o st issue d isco v e ry  w as first 
in troduced  in n ineteen th  cen tu ry  
E ng lish  equity p ro ced u res and aim s to 
p rovide the parties a c c e s s  to all o f  the 
relevant d o cu m en tary  ev id en ce  in 
e ach  p arty 's  p o ssessio n  so as to  
preven t “am b u sh ” at trial.

T h e p ro cess  in volves an e x ch a n g e  o f  
lists o f  docum ents w h ich  are u su ally  
verified  b y an affid av it fo llow in g  
w hich  e ach  p arty m a y  in sp ect the n on- 
privileged  docum ents set out in the 
opp osing p arty 's  list.

D isco v e ry  is an in vasion  o f  the 
p riv a cy  and con fid entiality  o f  litigants  
but is in co rp orated  into legal 
p roced u re  b ecau se the p ublic in terest 
in ensuring ju stice  is done betw een  
parties is con sid ered  g re a t en ou gh  to 
ou tw eigh  the interest in m ain tainin g  
con fid entiality .

H o w ev er, d isco v ery  is not d irected  
tow ards assisting a  p arty  on  a “fishing  
exp ed itio n ” . O nly d o cu m en ts, w h ich  
relate  to the m atter in issue, are  
d isco v erab le , w ith it b ein g  su fficien t  
ju stifica tio n  that the d o cu m en t w ould , 
or w ould lead to a train  o f  inquiry  
w h ich  w ould, eith er ad v a n ce  one  
p a rty ’s ca se  or d am age that o f  his 
ad versary . 7

T h e F ed eral C ourt R u les O 15 , r 15 
requires that the cou rt be satisfied  that 
an ord er fo r d iscov ery  is, at the tim e  
w hen the ord er is m ad e, n e ce s sa ry  in 
the interests o f  a fair tr ia l8. It is 
co m m o n  p ra c tice  fo r p arties to 
ca teg o rise  and lim it the d ocum ents  
w h ich  th ey will seek and p rov id e  
a c ce s s  to . T he c h o ice  o f  such  
ca teg o ries  should be related  to the 
pleadings in the m atter to assist in 
m in im ising the sco p e o f  d isc o v e ry  to  a 
reason ab le level.

A  p arty  is not com p elled  to d isco v er a  
d ocu m en t w h ich  w ould tend to sub ject 
him  to a penalty  and d isco v ery  will 
not be ordered  in p roceed ings w hich  
are an alogous to p roceed in g s to  
en fo rce  a p enalty9. A  p arty  m ay  also  
refuse to prod u ce any d ocu m en t that 
m ay  tend to bring him  into the peril 
and p ossib ility  o f  being con v icted  as a  
crim in al l0This m ay be useful in cases  
w h ere electro n ic  d ocum ents m ay  
p rov id e evid en ce o f  crim in al activ ity  
such  as cop yrig h t in fringem ent, but 
seekin g to avoid  d isco v ery  on such a 
basis m ay  be prejudicial to the p a rty ’s 
cred ibility .

W h e re  a p arty  has been required  to  
giv e d isco v ery , they are  under an  
on g o in g  obligation  to d isco v er any  
d ocu m en t not p reviously  d iscov ered  
and w h ich  w ould be n e ce ssa ry  to  
c o m p ly  w ith  the req u irem en t11. So in 
ca se s  w h ere further backup tapes are  
lo ca ted  o r data is su ccessfu lly  
re co v e re d  that w as previously  
unreadable a supplem entary affidavit 
o f  d ocum ents m ust be p rep ared  and  
supplied  to the other party.

Australian Federal Court

A fte r a d irections hearing pursuant to  
O rd er 10 , a p arty m ay unless the cou rt 
oth erw ise orders, require any other 
p arty  to  provide d isc o v e ry 12. 
A lthough  there is no exp ress  lim it on  
d isco v e ry , the Fed eral C o u rt m ay  limit 
d isco v e ry  under O rd er 15 r3 w here  
approp riate . In cases in volving vast 
quantities o f  e lectron ic  d ocum ents, the 
p arties m ay  be able to request that the 
sco p e  o f  inquiry in relation  to  the  
e le ctro n ic  reco rd s be lim ited  to avoid  
the som etim es great exp en se  o f  
re co v e rin g  data w here there is little  
ch a n ce  o f  useful inform ation  being  
supplied.

“ . . .  the p ro cess  should not be allow ed  
to  p la ce  upon the litigant any h arsher  
o r m o re  op p ressive burden than is 
strictly  required  for the purpose o f  
secu rin g  that ju stice  is d o n e .” 13

C RITICISM S OF DISCOVERY

C o m m o n  criticism s o f  d isco v ery  
in clude:

• ob jectiv es o f  d isco v e ry  are not 
ach iev ed  due to d isco v ery  being  
used  as a d elaying ta c tic , a fishing
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exp ed itio n  or as a  p ro ce ss  to add to 
the oth er side's litigation  c o s ts ; and

• w h en  useful, d isco v ery  is at too  
g reat a cost.

I f  the co s ts  o f  co m p ly in g  w ith orders  
fo r d isco v ery  are e x c e ss iv e  they  
should  be brought to the attention  o f  
the cou rt. In vca se s  in volv in g  vast 
quantities o f  e lectro n ic  data, accu rate  
estim ates o f  the co s t o f  p roviding  
in form ation  in a useable fo rm  should  
be determ ined  and w h ere appropriate  
used to  lim it the required  sco p e  o f  
in vestigation . I f  d isco v ery  orders are  
m ad e b y con sen t, there m ay  be no 
co n sid eration  b y the cou rt o f  the 
reason ab len ess o f  d isco v e ry , or 
analysis o f  the possib le  co sts  and  
benefits o f  the p rocess.

D isco v e ry  ought not be used by  
litigants as a w eapon w ith  the purpose  
to d elay, harass o r drive the other 
p arty  b y exh austing their litigation  
funds o r b y  oth erw ise fo rcin g  an early  
settlem ent. D em an d ing or p rod u cin g  
an ov erw h elm in g am ount o f  irrelevan t  
d ocum ents or w ithholding d ocum ents  
can  im pose a high co s t as can  
e x c e ss iv e  legal argum ents relatin g to 
a c ce s s  to d ocum ents.

O ptions for con trollin g d isco v ery  
through m o re  intervention by the cou rt 
include:

o K eepin g the level o f  d isco v ery  
prop ortion ate  to the type o f  c a se ;

• E n co u rag in g  parties to co n fer and  
c o n cu r on the sco p e  o f  d isco v ery ; 
and

• G reater use o f  'inform al d iscov ery ' 
in volving the ex ch a n g e  o f  relevant 
d ocu m en ts w ithout the need for 
verification .

S om e o f  the principles relevant to an  
ap p lication  for d isco v ery  w ere  
su m m arised  by Fin n  J 14 as fo llow s:

• A  p arty  does not h ave an  
unqualified  right to d isco v ery  
under the F ed eral C ourt R u les.

• G eneral d isco v ery  w ill not be 
ordered  as o f  co u rse , d isco v ery  
co m m o n ly  being ordered  only in 
relatio n  to p articu lar issues or 
defined ca teg o ries  o f  docum ents.
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• T h e rules o f  co u rt do not p lace  on  
ju d g es  the resp on sib ility  o f  
d eterm in ing fo r the parties w h ich  
o f  th eir re sp ectiv e  docum ents are  
req u ired  to be d iscov ered . Ju d ges  
h ave n ot traditionally  assu m ed  
su ch  a role.

• W h e re  a p roceed in g  is one fo r  
ju d icia l rev iew , d isco v ery  in that 
p ro ceed in g  is not to be treated  
oth erw ise than acco rd in g  to the  
n orm al p rin cip les applicable in 
civ il p roceed in g s. N on eth eless , 
the nature o f  ju d icial rev iew  
p ro ceed in g s is co m m o n ly  such that 
eith er the o cca sio n  for m aking an  
ord er w ill not arise  or d isco v e ry  
w ill only be ordered  in relation  to a 
p articu lar issue o r issues.

• W h eth er o r w hen d isco v ery  w ill be  
ordered  depends on the nature o f  
the ca se  and the stage o f  the  
p ro ceed in g s at w hich  the d isco v ery  
is sought.

• W ith  the rules o f  cou rt havin g  
p rescrib ed  the m ethod  by w hich  
parties can  obtain  d isco v ery  or  
further d isco v ery , and having  
reg ard  to the con strain ts im posed  
on d isco v ery , it is im p erm issible to  
attem pt to ach iev e  d isco v e ry  
through reso rt to the subpoena  
p ro cess .

B u t these points do not outline the  
circu m sta n ce s  in w h ich  a cou rt will 
reg ard  an ord er for d isco v ery  as  
n e ce ssa ry  in the in terests o f  a fair trial. 
H o w ev er, im portant con sid eration s  
m ust be the nature o f  the ca se  and the  
stage o f  the p roceed in g s at w hich  
d isco v ery  is sought.

In relation  to d isco v ery  orders in 
doubtful c a se s , B ren n an  J 15 stated:

"su fficien t is show n to ground a 
suspicion  that the p arty  applying for  

d isco v e ry  has a go od  ca se  p ro o f  o f  
w hich  is lik ely  to be aided b y  
d isco v e ry ".

T h is w as co n trasted  w ith the ca se  
w h ere "the proceeding is essentially 
speculative in nature".

In m atters in volv in g  v a st quantities o f  
electro n ic  re co rd s , the hurdle to get  
o v e r in relatio n  to  show ing a p arty  is 
“ likely to be aided by d isco v e ry ”

should  perhaps b e  set a little higher to  
avo id  the situ ation  w here on e p a ry  is  
fo rce d  to sift th rou gh  huge am o u n s o f  
d ocu m en tatio n  fo r item s w h ich  h ey  
con ten d  w ill be o f  little assistance to  
the oth er parties to the litigation.

B e fo re  ex ten siv e  d ata re co v e r} is  
req u ired , the p arties should be g v e n  
the opportunity to depose as to v h at  
the e lectro n ic  reco rd s  are likely to  
co n sist o f  and w h y these m aterials are  
lik ely  to be o f  little assistan ce  tc the  
o th er parties.

PROBLEM S ASSOCIATED W TH 
DISCOVERY OF EMAILS & 
OTHER ELECTRONIC
DOCUMENTS

T h e Fed eral C o u rt R u les define the  
w ord  “d o cu m en t” to include any  
m aterial data o r in form ation  stored b y  
m e ch a n ica l or e lectro n ic  m eans16. 
T h is definition says nothing aoout 
w h eth er such e le ctro n ica lly  stored 
d ocu m en ts m ust be in a reacable  
fo rm at or not. A s a result, any data  
stored  by the organ isation  mus: be  
co n sid ered  w hen p roviding discovery.

D espite con ven tion al ba;k up  
strategies  that usually result in 
p eriod ic  o v erw ritin g  o f  backup rrndia, 
the p ossib ility  that cop ies  o f  
d ocu m en ts m ay  exist dating oack  
several y ears  due to lapses in applying 
the backup stra teg y  or retention o f  
co p ies  w h ich  w ou ld  n orm ally  have  
been d iscard ed  -  for exam p le when a  
b ack up  tape is d eterm ined  likely :o be 
u nreliable it m ay be stored and not re ­
used rath er than b eing d iscard ed. This  
cou ld  m ean  that years o f  data will 
need to be rev iew ed  to determ ine  
w h eth er it con tain s any discoverable  
d ocu m en ts or not.

U su al b a ck  up p roced u res w ill need to  
be rev iew ed  during litigation . The  
ob ligatio n  not to d estroy  relevant 
evid en ce  during litigation  needs 10 be 
tak en  into acco u n t so that electron ic  
d ocu m en ts that only exist in electronic  
fo rm  on b ack up  tapes are not 
d estroyed  by subsequent overw riting.

In the m atter o f  B T  (Australasia) Pty 
Ltd  v State o f  New South Wales & 
Anor (No 9 17)  a large am ount o f  
d isco v erab le  m aterial existed  as e- 
m ails , b ack up  tapes and other



Discovery of electronic documents

ele c tro n ic  d ocum ents. B T
(A u stra la s ia ) P ty  L td  ( “B T ”) filed a  
m o tion  w h ich  cla im ed  that T elstra  
C o rp o ratio n  L td  ( “T e ls tra ”) had failed  
to co m p ly  w ith its d isco v e ry  
ob ligatio n s in resp ect o f  e lectro n ic  
co m m u n icatio n s  such as e -m ails  and  
o th e r e lectro n ic  d ocum ents and had  
failed  to take ap prop riate  steps to 
p rev en t the destruction  o f  d iscov erab le  
d ocu m en ts, including d ocu m en ts in 
e le c tro n ic  form .

In  this m atter, T elstra  w as found to  
h av e  backup tapes dating b a ck  several 
y e a rs  despite standard  p roced u res  
b ein g  in p lace  that w ould  n orm ally  
p reven t such long term  sto rag e  b y  
o v erw ritin g  d ata tap es. In his 
ju d g m en t, S ack ville  J  stated  that “ . . . 7  
do not think that technical 
sophistication is a prerequisite to a 
litigant or its advisors making 
inquiries to ascertain whether 
discoverable electronic
communications or documents have 
been recorded and retained in a 
retrievable form  ” It w ould  seem  that 
the ex cu se  that retrieval and rev iew in g  
stored  data is difficult and tim e  
con su m in g  will not be acce p te d  by the 
cou rt.

A  sim ilar stance w as tak en  by  
M an sfield  J  in NT Power Generation 
Pty Ltd  v Power & Water Authority.18 
H ere the respondents sou gh t an order  
that the d isco v e ry  o f  e -m ail 
com m u n icatio n s be lim ited to  
d isco v e ry  o f  e -m ail co m m u n icatio n s  
w h ich , since the ord er for d isco v ery  
w as m ad e, have ex isted  in hard co p y  
form . H is H on ou r w as not p ersuaded  
that in the interest o f  ju stice , the 
respondents ought be e x cu se d  from  
giv in g  d isco v ery  o f  e -m ail 
co m m u n icatio n s retained  only  
electro n ica lly  not w ithstanding the 
tim e, exp en se and effort in volv ed  in 
doing so.

G iven  that the co u rt is quite  
com fortab le  w ith ord erin g  the w ide  
sca le  rev iew  o f  e -m ail  

co rresp o n d en ce , w hat im p licatio n s  
m ight this have in relation  to , for 
exam p le  e m p lo y e rs ’ ob ligations in 
relation  to em p lo y e e s ’ p riv a cy ?

T h ere have been sev era l incidents, 
p articu larly  in the U S , in volving  
em p loy er a ccess  to em p loy ee  e -m ail

files. E m p lo y e e s  m o re  and m ore  
co m m o n ly  send “p erso n al” m essag es  
by e-m ail rath er than co m m u n icatin g  
by telephone o r fa ce  to face  w h ich  
m eans there are w ritten  reco rd s  o f  
statem ents that on ce  w ould n e v e r h ave  
been reco rd ed  and there is co m m o n  
unfounded assu m p tion  is that anything  
sent by e -m ail is private .

A lthough  there is undoubtedly an  
e xp ecta tio n  that an em p lo y ee 's  e -m ail  
w ill be con fid ential m o st co m p u ter  
system s are stru ctu red  in a w a y  that 
w ill a llow  a c ce s s  to  any stored  data. 
C ould  an em p lo y er use in d iscreet e- 
m ails lo ca ted  during the p ro v isio n  o f  
d isco v ery  to , for e x a m p le , d ism iss an  
em p loy ee i f  the m essag es  w ould  not 
have oth erw ise b een  read ?

E m p lo y ers  should con sid er  
con su ltation  w ith em p lo y ees  in 
relation  to e -m ail u sag e  and  
m onitorin g and the im p lem en tation  o f  
w ell-pu b licised  and und erstood  
p olicies .

E m p lo y ees  should be briefed  so as to  
inform  them  o f  the backup and storage  
o f  data. In m ost co m p u ter system s, 
“d eletin g” an e-m ail d oes not totally  
rem ov e the d ocu m en t, but often  
m erely  m akes it m o re  d ifficult to 
retrieve. E m p lo y ees  should  be w arned  
not to e x p e ct p riv a cy  w ithin the em ail 
system , that even  “d eleted ” e-m ail 
m ay  be retrieved  and that the company- 
m ay  read  any m essages. C o m p an ies  
w ith in ternational op eratio n s m ay  
need to  co n sid er th eir p riv a cy  
ob ligations, p articu larly  in the E U  and  
alert the co u rt to the fa ct that orders  
for d isco v ery  m ay  lead to b reach es o f  
such  obligations.

T h e rules g o vern in g  the use o f  em ail, 
p articu larly  to extern al p arties should  
be carefu lly  con sid ered  as it is 
co m m o n  for e -m ail co rresp o n d en ce  to  
be less carefu lly  w orded  than other 
form s o f  co rresp o n d en ce , p articu larly  
w hen it is n ot p ro o f  read  b efore being  
sent. E m p lo y ers  should a lso  con sid er  
the use o f  d isclaim ers o r  lim itations on  
the use o f  em ail as there is a ten d en cy  
for e -m ail m essag es  to re fle ct the 
often  p relim in ary  th oughts or ideas o f  
an em p loy ee  that m ay  not h av e been  
rev iew ed  b y the em p lo y er, y e t e -m ail  
m ay  be con stru ed  b y the co u rt to  
reflect the e m p lo y e r’s view .

O n ce a p o licy  has been d eveloped  in 
relatio n  to the use and storag e  o f  em ail 
and oth er e lectro n ic  d ocum ents, it is 
im portant for m an agem en t to liaise  
w ith the in form ation  sy stem  m anagers  
in relation  to backup p roced u res. It is 
co m m o n ly  con sid ered  that backup  
inform ation  should be saved  for long  
p eriod s w ith the v iew  that "lo n g er is 
b etter". P articu larly  i f  an organ isation  
is in a  litigation  prone industry, there  
should  be established  p roced u res to  
delete  e le ctro n ica lly  stored  d ocum ents  
fro m  the backup m edia.

O f  co u rse  such p roced u res need to be 
im plem ented  b ased  on the assum ption  
that the organ isation  has adequate  
reco rd s  o f  d ocum entation  that w ould  
be o f  assistan ce  to it in the cou rse  o f  
litigation , oth erw ise stored . T he  
rem o v al o f  b ack ed  up m aterials should  
be done in a sy stem atic  w ay  to reduce  
the likelihood  o f  a h eavy burden in 
relation  to d isco v ery  being forced  
upon the organ isation  rath er than from  
the view  o f  d estroyin g all possibly  
incrim inatin g evid en ce.

Should there be a requirem ent for the 
term  o f  retention b eing at least as long  
as any applicable statute o f  lim itations  
o r reg u lato ry  rev iew  p eriod ? A t the 
m o m en t, there are no such  restriction s  
in A u stralia  sp ecifica lly  d irected  
tow ard  e lectro n ic  d ocu m en ts, but this 
m ay  be an are a  o f  ch an ge in the future  
as m o re  and m o re  docum ents are  
stored  only in e lectro n ic  form .

H o w ev er, h aving a backup and  
p urgin g p o licy  in p lace  is only  
e ffectiv e  i f  the p o licy  is im plem ented  
c o rre c tly  -  for exam p le , have you  
con sid ered  w hat is done w ith  
d iscard ed  backup tap es?  A re they  
sim ply throw n in the rubbish  or is an 
effort m ad e to p h y sica lly  d estroy  the 
m ed ia so  that an y stored  data is 
irretrievab le. S im ilarly , storage m edia  
that has been  o v erw ritten  m ay  be able  
to be m anipulated  in ord er to reco v er  
the earlier reco rd ed  m aterial i f  the 
tim e and effort is ju stified .

Internal h ou sek eep in g w ill red u ce the  
burden o f  d isco v ery , but it does not 
m ean  that co p ies  o f  e lectro n ic  
d ocu m en ts w ill not be stored  by, for 
e xam p le , the recip ien t o f  em ail 
m e ssa g e s , on disks and backup tapes  
o f  in term ed iate  extern al IT  system s
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