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Cybercrime: Proposed legislation clamps down on use of 

technology to commit serious offences
Irene Zeitler, Partner, Freehills

Irene Zeitler is a partner in the Intellectual Property Group at the Freeehills Melbourne office and a consultant to the 
associated patent attorney firm, Freehills Carter Smith Beadle. Irene has substantial expertise in the field of information 
technology, intellectual property and trade practices.

A Bill recently introduced by the 
Federal Government contains new 
updated computer offences.1 These 
offences are based on the offences 
recommended in the January 2001 
Model Criminal Code Damage and 
Computer Offences Report.2 The Bill 
is also consistent with the terms of the 
draft Council of Europe Convention 
on Cybercrime.

The purpose of the new offences is to 
overcome perceived deficiencies in 
existing computer offences inserted 
into the Crimes Act in 1989. These 
deficiencies arise from advances in 
computer technology and electronic 
communications which have given 
rise to new means for committing 
Cybercrimes, such as hacking, denial 
of service attacks and vims 
propagation. The Bill repeals existing 
offences.

The Bill has been referred to the 
Senate Legal and Constitutional

Legislation Committee which is due to 
report on the Bill on 28 August 2001.

In summary, the new offences include 
the following:

O ffence o f  causing  u n au thorised  
a c c e s s  to d a ta  h e ld  in a  com pu ter  
o r  any u nauthorised  m od ification  
o f  d a ta  h e ld  in a  com puter o r  any  
unauthorised  im pairm ent o f  
electron ic  com m unications to o r  
fr o m  a  com puter

To commit this offence, a person must 
know that the access, modification or 
impairment is unauthorised. The 
person must furthermore intend to 
commit, or facilitate the commission 
of, a serious offence against a law of 
the Commonwealth by the access, 
modification or impairment.

A serious offence is an offence 
punishable by life imprisonment or a 
term of five years or more. The new

offence carries a maximum penalty 
equal to the maximum penalty for the 
serious offence the person is intending 
to commit.

This covers offences against State and 
Territory laws where the unauthorised 
access, modification or impairment is 
caused by means of a 
telecommunications service.

The proposed offence is intended to 
cover the unauthorised use of 
computers to commit serious offences 
such as a fraud or stalking. An 
example of this is where a person uses 
the internet to hack into the computer 
system of a bank in order to access 
credit card details for the purpose of 
obtaining money.

O ffen ce o f  causing  any  
u n au thorised  m od ification  o f  data  
h e ld  in a  com pu ter
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This proposed offence is established 
where the person knows that the 
modification is unauthorised and is 
reckless as to whether the 
modification impairs or will impair 
access to that or any data held in any 
other computer or the reliability, 
security or operation, of any such data. 
The maximum penalty for this 
proposed offence is a 10 year prison 
term.

For the offence to apply, the data must 
be held on a Commonwealth computer 
or the modification must be caused by 
means of a telecommunications 
service.

This proposed offence is intended to 
catch hackers and persons who 
circulate disks containing computer 
viruses.

O ffen ce o f  causin g  any  
unauthorised  im pairm ent o f  
electron ic  com m unications to o r  

fr o m  a  com puter

This proposed offence applies where 
the person knows that the impairment 
is unauthorised. The electronic 
communication must be via a 
telecommunications service or involve 
a Commonwealth computer. The 
maximum penalty for the proposed 
offence is 10 years.

The purpose of the proposed offence 
is to target "denial of service attacks". 
This occurs where, for example, a 
website is swamped with a large 
volume of unwanted messages which 
overload and impair the functioning of 
the computer system.

The proposed offence applies only to 
acts and not omissions. Accordingly, a 
strike by telecommunications 
maintenance workers, which causes 
impairment of electronic
communications, will not result in the 
striking workers committing an 
offence. Nor will this provision apply 
to a refusal by an internet service 
provider to carry certain types of 
electronic communication traffic on its 
network provided the refusal is dealt 
with in the contractual terms between 
the internet service provider and the 
user.

O ffen ce o f  intentionally  causin g  
u n au thorised  a c c e s s  to, o r  
m odification  o f  res tr ic ted  data

This proposed offence applies where 
the person knows that the access or 
restriction is unauthorised. The 
restricted data must be held in a 
Commonwealth computer or access to 
the restricted data must be caused by a 
telecommunications process.

Restricted data is defined as any data 
in a computer to which access is 
restricted by an access control system.

The penalty for this proposed offence 
is a maximum prison term of two 
years. The provision is intended to 
cover situations where, for example, 
an employee breaks a password on his 
or her employer's computer system to 
access the internet or access protected 
information.

O ffen ce o f  intentionally cau sin g  
any u nauthorised  im pairm ent o f  
the reliability , secu rity  o r

operation  o f  d ata  h e ld  on a  
com pu ter disk, cred it c a rd  o r  o th er  
d ev ice  u sed  to store data  by  
e lectron ic  m eans

Under this proposed offence, the disk, 
credit card or other device must be 
owned or leased by a Commonwealth 
entity. The proposed offence attracts a 
penalty of up to two years.

O ffence o f  p ossess in g  o r  
controllin g  d a ta  with the intention  
that the data  b e  u sed  to com m it o r  

fa c il ita te  the com m ission  o f  any o f  
the fo r e g o in g  o ffen ces

The maximum penalty for this offence 
is a three year prison term.

O ffence o f  producing, supplying o r  
obtain in g  d a ta  with the intention o f  
com m itting o r  fa c ilita tin g  the 
com m ission  o f  any o f  the fo r eg o in g  
o ffen ces

The maximum penalty for this 
proposed offence is also three years.

Cybercrimc Bill 2001 (Cth), introduced and 
read a first time on 27/6/2001  

“R eport - M o d el Crim inal C o d e , C h a pter 4  
-  D a m a ge a n d  C om puter O ffences ”, Model 
Criminal Code Officers Committee of the 
Standing Committee of Attomeys-General, 
January 2001:
http://www.cdpp.gov.au/publications/Mode 
l Criminal Code/index.htm (as accessed at 
August 2001)

The Editors encourage submission of articles, casenotes, reviews and comments on topics relating to computers and 
law.

The following are some topics you may be interested in submitting a piece on: important IT cases, Internet, content 
regulation, jurisdictional issues, IT contracting issues, e-commerce, privacy and security issues, or feel free to write on 
your own topic of choice that is of current interest. (See page 51 for more details.)
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