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Overview
In the recen t c a se  o f  E P P  v L e v y  
(E P P ) ,  th e N S W  Sup rem e C o u rt had  
o c c a s io n  to co n sid er w h ether  
in form ation  that is  availab le  on  the  
in tern et loses the quality  o f  
con fid en tiality  and falls into the public  
d om ain .

E P P  in volv ed  an  ap p lication  b y the  
p la in tiff  fo r an  in terlo cu to ry  in junction  
to  p reven t the defen dan t from  
b reach in g  co n tractu al p ro v isio n s  o f  a 
con fid en tiality  deed  w h ich  prohibited  
the d isclo su re  and use o f  con fid ential 
in form ation  for p u rp o ses o th er than  
the b usiness o f  the plaintiff. B a rre tt J 
gran ted  in jun ctions in resp ect o f  som e, 
but not all, o f  the claim s. 
S ign ifican tly , this ju d g m en t con sid ers  
that in form ation  p la ce d  on a w ebsite  
w h ich  is acce ssib le  to  an yon e w ith  
a c c e s s  to  the internet is in the public  
d om ain . H o w ev er, the ju d g m en t d oes  
not co n sid e r the m o re  d ifficu lt issues  
o f  w h eth er m aterial tran sm itted  via  
em ail, an IS P  or stored  on a secu re  
w eb site  acce ssib le  on ly  to  p arties w ith  
p assw o rd s, is in the p ublic d om ain .

Facts
E P P  w as the p ro p rieto r o f  a business  
w h ich  acted  as an  in tro d u cto ry  
in term ed iary  b etw een  p oten tial b uyers  
and sellers. T h e fo cu s  o f  the b usiness  
w as to  in trod u ce sm all b u sin esses that 
w ere in n eed  o f  g o o d s and se rv ice s  to  
suppliers on term s th at w ere  m o re  
fav ou rab le  to  the b u y er than  cou ld  be  
ob tained  elsew h ere. B u y e rs  w ho  
en tered  this arran g em en t w ere  

reg ard ed  as m em b ers and thus  
ob tained  privileged  a c c e s s  to  
suppliers. In this arran g em en t there  
w ere tw o typ es o f  suppliers. F irst th ere  
w ere N ation al S up p liers, such  as  
T elstra  and St G eo rg e . S eco n d ly , 
m em bers co u ld  also  b e co m e  suppliers  
o f  g o o d s and se rv ice s , under the  
M em b er to  M em b er S egm en t. T h is  
allow ed  m em bers to  supply

d iscou nted  g o o d s and se rv ice s  to  oth er 
m em bers. A  benefit o f  th e m em b er to  
m em b er segm en t w as th at m em bers  
w ere g iv en  an online p resen ce  at the  
E P P  site, w ith details o f  the business  
and p rod u ct included on the site.

T h e p la in tiff sold  m em bersh ip s though  
agen ts. E a c h  agent w a s  assig n ed  a 
sp ecific  g eo g rap h ic  re g io n  and w as  
rem un erated  fo r e a c h  m em b er  
in troduced . T h e d efendants b ecam e  
agents in Ju ly  1 9 9 9 , and w ere assigned  
to an area  on the cen tral co a s t o f  
N S W . A t th at tim e the agen ts entered  
a con fid en tiality  deed and an agent's  
co n tra ct w hich  g o v ern ed  the 
con d itio n s o f  the ag en cy .

T h e con fid en tiality  deed  sought to  
restrict the d isclosure and use o f  
con fidential in form ation . It provided  
that unless inform ation  w h ich  related  
to the b usiness o f  the p la in tiff w as  
m ade p u b licly  availab le  then that 
in form ation  w as not to be d isclosed  or  
used for p urposes o th er than the  
p rom otion  o f  the p la in tiffs  business  
and in terests.

In O cto b er 2 0 0 0 , the defendants' 
a g en cy  agreem en t w as term in ated . It 
had b eco m e apparent th at during the  
cou rse  o f  the ag e n cy  an d  fo llow in g  
term ination  that the defendants had, in 
th eir p erson al ca p a city , ap p roach ed  
certain  suppliers and m em b ers to  
undertake arrang em en ts sim ilar to  that 
o f  the plaintiff.

T h e p lain tiff a lleg ed  that the  
ap p roach es m ade b y th e defendants  
w ere in b reach  o f  the co n fid en tiality  

deeds, sp ecifica lly  the p ro v isio n s that 
restricted  the use o f  con fid ential 
inform ation . A cco rd in g ly , the p la in tiff  
sought to restrain  the defen dan ts’ 
con d u ct b y  obtain ing interim  
injunctions pending final ju d g m en t.

Issues
T h e p rin cip al issue in the ca se  w as  
w h ether th e d efen dan ts' had b reach ed  
th eir co n tractu al ob ligatio n s b y using  
in form ation  that th ey  had acqu ired  in 
the co u rse  o f  the a g e n cy . T h e p lain tiff  
did not argue th at in addition  to  the  
co n tractu al b re a ch e s  there w ere  
b reach es  o f  equitable ob ligations to  
m ain tain  co n fid en ce . T h e effect o f  this  
w as that B a rre tt  J  did not co n sid er the  
inherent q uality  o f  the in form ation  
co n cern ed . R a th e r all that w as  
required  w as that the in form ation  b ore  
a co n n ectio n  w ith  the p la in tiff  so as to  
bring it w ithin  the con tractu al 
d escrip tion .

T h e defendants' ca se  w as that m o st, i f  
not all, o f  the m aterial that the p lain tiff  
reg ard ed  as con fid ential w as in the 
public d om ain  and thus w as not w ithin  
the con tractu al restrain t on use. H en ce  
it w as fo r the C o u rt to  d eterm ine  
w h eth er the m aterial used b y the  
d efendants in ap p roach in g  m em b ers  
and suppliers o f  th e p la in tiff w as  
con fid ential as d efin ed  b y the deed.

Decision
B a rre tt J  id entified  th ree  c a te g o rie s  o f  
m aterial w h ich  the ca se  co n cern ed : 
m em bersh ip  in form ation ; supplier 
in form ation ; and m eth od olo gy  
in form ation . H is H o n o u r assessed  
e ach  c a te g o ry  o f  in form ation  to  
determ in e w h eth er o r not it had fallen  
into the p ublic d om ain .

In co n sid erin g  th e m em bersh ip  
in form ation , B a rre tt  J  em p h asised  that 
around 2 0  p e r cen t o f  m em b ers had  
th eir n am es and c o n ta ct d etails listed  
on E P P ’s w eb site . T h is  in clu sion  w as a 
benefit o f  th eir m em bersh ip  in the  
m em b er to  m em b er segm en t. 
H o w ev er, the rem ain in g  8 0  p er cent  
w ere not listed  on  the w eb site . In 
reach in g  his d e cisio n  his H on ou r held:
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"I reg ard  ev ery th in g  w h ich  is 
acce ssib le  th ro u g h  resort to  the  
in ternet (s ic )  as b ein g  in the public  
d om ain . It is tru e that som eo n e ca n  
obtain  that in fo rm atio n  o n ly  i f  th ey  
have a c c e s s  to  a  co m p u ter w h ich  has a 
m o d em  w h ich  co n n e c ts  to  an in ternet 
serv ice  p ro v id er w ho, fo r a fee, 
p rov id es a co n n e ctio n  to  the internet. 
B u t th ose b arriers  are , in m y  view , no  
m o re ch allen g in g  o r  sign ifican t in  
to d ay 's  A u stra lia  co m p lete  w ith  
in tern et ca fe s , th an  th ose in volv ed  in  
a c c e s s  to  a  n ew sp ap er o r  te lev isio n  
con ten t, b oth  o f  w h ich  should  . . .  be  
seen  as in vo lv in g  the p ublic d om ain

M

B a rre tt J  co n clu d e d  that w ith  resp ect  
to  the m em bersh ip  in form ation  o f  th e  
2 0  p e r  cen t o f  m em b ers w h o w ere  
listed  on  the w eb site  that in form ation  
w as w ithin th e public d om ain  
e x ce p tio n  to  th e con fid en tiality  d eed  
b ecau se  it w as w id ely  av ailab le . In 
reach in g  this co n clu sio n , B a rre tt J  
n oted  that th is p articu lar in form ation  
w as availab le  th rou gh  a w eb site  
"av ailab le  th rou gh ou t the w orld  to  
an yon e w ith in ternet a c c e s s " . H is  
H on ou r h as n ot ruled out the  
p ossib ility  th at in form ation  availab le  
on a  w eb site  but "se cu re d " th rou gh  a 
p assw o rd  or o th e r secu rity  sy stem  m ay  
still not be in the p ub lic dom ain .

W ith  re sp e ct to  th e oth er in form ation  
that w as not av ailab le  on the in ternet

site, such  as the n am es o f  the  
rem ain in g  8 0  p er cen t o f  m em b ers and  
sp ecific  m em bersh ip  ren ew al dates, 
B a rre tt J  held  that this rem ained  as 
con fid ential in form ation  and w as  
p ro te cte d  from  unau thorised  use and  
d isclo su re  b y  the co n fid en tiality  deed. 
A cco rd in g ly , this w arran ted  the 
gran tin g  o f  an  in terim  in junction.

In reg ard s to  the m aterial about 
suppliers, his H o n o u r held that 
alth ou gh  the id entities, b usinesses and  
p ro d u cts  o f  the b u sin esses w ere  
w id ely  know n, m o re  specific  
in form ation  such  as the o ffice r  in the  
supplier organ isatio n  w h o d eals w ith  
su ch  b u y er arran g em en ts w as not 
p u b licly  know n. T hus there w as a 
seriou s q uestion  to  be tried  and an  
in jun ction  w ith  re sp e ct to  this  
in form ation , on  the b alan ce  o f  
co n v e n ie n ce , w as ju stified .

F in a lly , B a rre tt J  held  that the b usiness  
m eth od s and co n ce p t k n ow ledge that 
the defen dan ts had acq u ired  through  
train ing and th roughout the co u rse  o f  
the a g e n cy  w as confidential 
in form ation  as p rescrib ed  b y the 
co n fid en tiality  deed. A gain , as this 
raised  a seriou s question  to  be tried  at 
the final determ in ation , an interim  
in jun ction  w as reason ab le  in the  
circu m sta n ce s .

A s a p roced u ral m atter p rior to  
gran tin g  an in terlo cu to ry  injunction,

the C o u rt has to  assess  w hether such  
an o rd er w ould , on the b alan ce  o f  
co n v en ien ce , cau se  undue hardship to  
the defendant. In this case , B a rre tt J  
held  th at an  in terim  in jun ction  in  
resp ect o f  the u se o f  the con fid ential  
m aterial w ould  not cau se  undue  
hardship as it w ou ld  not p revent the  
defendants' fro m  developing th eir  
b usiness. S eco n d ly , the C o u rt  
con sid ered  w h eth er the p lain tiff had  
sufficien t fin an cial reso u rces to  be  

able to  p rovide an adequate  
u nd ertaking as to  d am ages. B a rre tt J  
co n sid ered  th at b ased  on the strength  
o f  ca sh flo w  and future earnings, the  
p la in tiff  w ou ld  be likely to  m eet an  
undertaking.

Conclusion
T h is c a se  is sign ifican t b ecau se  B a rre tt  
J d irectly  ad d ressed  the issue o f  the  
internet and th e public d om ain  
ex ce p tio n  to  ob ligatio n s o f  co n fid en ce , 
alth ou gh  it should  be noted that this  
ca se  did not co n ce rn  m ore gen eral 
equitable ob ligations o f
con fid en tiality . H is H on ou r stron gly  
asserts th at o n ce  inform ation  is m ade  
a cce ssib le  on an y  w ebsite gen erally  
availab le , it loses  the quality  o f  
con fid en tiality . In reach in g  this  
co n clu sio n , B a rre tt J com p ared  this  
use o f  the in ternet to  oth er m edium s  
for the d issem in ation  o f  in form ation , 
such as te lev isio n  and new spapers.

T h e  E d ito rs  en co u ra g e  sub m ission  o f  a rtic les , casen o tes , rev iew s and co m m en ts  on to p ics  rela tin g  to  com p u ters and  
law .

T h e  fo llow in g  are  so m e to p ics  you  m ay  be in terested  in subm itting a p iece  on : im p ortant IT  c a se s , internet, content 
reg u latio n , ju risd ictio n al issu es, IT  co n tra ctin g  issu es, e -c o m m e rc e , p riv a cy  and secu rity  issu es, o r  feel free to w rite on  
y o u r ow n  to p ic  o f  ch o ice  that is o f  cu rren t in terest. (S e e  page 3 4  fo r m o re  details).
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