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1 Introduction

T his p aper seeks to outline the p rocess  
by w hich  the law  has adapted to 
facilitate  e -co m m erce  in A ustralia, 
based  on a “light-handed” legislative  
ap proach  consistent w ith the 
in ternational com m unity. The paper 
then turns to consider the current 
u ncertain ty plaguing questions of  
jurisd iction  in e -co m m erce . The  
u rgen cy  o f  resolving questions o f  
ju risd iction  is acute considering the 
global nature o f  the m edium  and the 
ease o f  cross-b o rd er transactions over  
the Internet. Furtherm ore, the question  
o f  ju risd iction  exem p lifies the 
p roblem atic nature o f  regulating the 
Internet and e -co m m erce  and throw s  
open the debate as to w hether old law  
can  be stretched ov er new  m edium s. 
T h e paper concludes that the 
relationship  betw een law  and e- 
co m m e rce  is a two w ay dyn am ic, and 
that w hile there has been no revolution  
to deal w ith the new m edium , the slow  
evolution  o f  the legal system  is 
m ovin g tow ards a body o f  law  w hich  
is o f  an inherently international and 
hybrid ch aracter.

(a) What is e-commerce?

It can  be broadly stated  that e- 
co m m e rce  encom p asses all 
co m m ercia l transactions that are  
con d u cted  e lectro n ica lly .1 W ith  the 
in creasin g use o f the Internet and 
W e b , the boundaries o f  e -co m m erce  
are rapidly expanding. R ecen t e- 
co m m e rce  developm ents reveal the 
infinite array  o f  possibilities. T ake, for 
exam p le , the m ost recent 
advan cem ents in digital paym ents  
system s, such as stored value sm art 
card s ( “S V C s” ), virtual banks; digital 
p aym ents, internet p rospectuses, and 
paym ent system  autom ation (eg  
cheque im aging). The potential o f  “m - 
co m m e rce ” , or m obile co m m e rce , has 
also attracted  attention.

F ro m  a com m ercial p erspective the 
ad vantages o f  e -co m m e rce  include  
red u cin g transaction  co sts, reducing

entry b arriers, and increased  
accessib ility  to n am e but a  few ."

(b) What are the legitimate 
needs of e-commerce?

T h ere are a m ultitude o f  legal and 
com m ercial issues arising out o f  e- 
co m m erce . H ow ev er, four m ain  
con cern s em an ate from  the abundance  
o f  literature in this area:

1. the ability o f  e -co m m e rce  to 
create  binding electron ic  
co n tracts ;

rights. U nderpinning the facilitative  
approach, on the other hand, is the 
notion o f  freedom  o f  con tract. In both  
its facilitative and constraining role, 
the law  is attem pting to m eet the needs 
o f  e -co m m e rce  (valid  con tract
form ation, p rivacy , security and clear  
jurisdictional principles) and by doing  
so instilling confidence in the e- 
co m m erce  m arket.

2 The challenge posed to
the law: legal revolution 
or evolution?

2. p rivacy ;

3. secu rity ; and

4 . ju risd iction

U nderlying these co n cern s is the 
desire for co n sisten cy  and  
predictability to  en h an ce con su m er 
con fid ence in e -co m m e rce .

(c) The legal response

In adapting and evolvin g to m eet the 
needs o f  e -co m m e rce , the law  has 
acted  in a dual ca p acity , by both  
facilitating and con strain in g e-
co m m erce . R ecog n isin g  the beneficial 
potential o f  e -co m m e rce  and riding on  
the w ings o f  international efforts, 
F ed eral and State governm ents have  
taken legislative steps to rem o v e legal 
ob stacles to the uptake o f  e -  
co m m erce . T h e steps taken to
facilitate  e -co m m e rce  are reflected , for  
exam p le , in the Electronic
Transactions Act 1 9 9 9  (C th) 
(d iscussed  fu rther b elow ). The law  is 
also taking a  con strain in g ro le  as 
governm ents around the globe are 
in creasin gly  realising that in som e  
areas, the law  m ust intervene to 
restrict certain  activ ities and to protect 
property rights.3 This realisation  is 
em bodied for exam p le, in the recent 
am endm ents to the Privacy Act 1 9 8 8  
(C th )4 and the Copyright Act 1 9 6 8  
(C th )3, o r in con su m er protection  
legislation .6 Thus it can  be seen that 
the law  plays a constraining role when  
it steps in to p rotect im portant values  
upheld by the law , such as property

(a) A general look at the policy 
of the Australian Govern
ment and the role of the 
courts

T he very nature o f  e -co m m erce  - its 
ephem eral and borderless qualities - 
poses a challenge to the static and 
traditionally jurisdictional nature o f  
law . A s one com m entator has 
rem arked  “if  you are trying to legislate  
for inform ation techn ology, it is m any  
years, som e will say light years, ahead  
o f  the cap acity  o f  law  m akers to 
com prehend and then address the 
prob lem s.” 7 U nderlying e -co m m erce  
legislation  is an attem pt to 
acco m m o d ate  the tw o com peting  
p olicy  dem ands o f  1) providing a 
com p reh en sive and prescriptive  
fram ew ork  o f  rules to foster certainty  
and predictability ; and 2 ) the desire  
not to stifle technological and 
com m ercial innovation. A  third 
con cern  reflected  is the need for a 
uniform  international approach to the 
regulation  o f  e -co m m erce , to prevent 
the cy b e r chaos that w ould ensue if  
every  ju risd iction  enacted  different 
law s.

R eflectin g  these con cern s, and 
con sistently  w ith the international 
position , the A ustralian governm ent 
has adopted a m inim alist approach to 
regulating e -co m m erce . This “tight- 
handed” legislative approach leaves 
the d oor open for courts to develop  
p recedent to keep pace with the 
changing face o f  com m erce . The
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legislation in a num ber o f  areas  
relating to e -co m m erce  is not 
com prehensive and has created  legal 
am biguity, o r is sim ply non-existent. 
T he extent to w hich this enhanced  
discretion  that the courts will have to 
fashion the em erging body o f  law  in 
relation  to e-co m m erce  is desirable, is 
debatable. Som e would argue that it 
creates uncertainty in the com m ercial 
arena and threatens to underm ine an 
internationally consistent approach. 
H ow ever, considering the fluid and 
evolvin g nature o f  the m edium , the 
judicial p rocess allow s for necessary  
flexibility. It is generally recognized  
that this judicial flexibility m ust also  
be paired with a d egree o f  
international regulation, to facilitate  
con sisten cy and thus the e ffica cy  o f  e- 
com m erce .

(b) Australian legislation
facilitating e-commerce

T h e key p iece o f  A ustralian legislation  
facilitating e-co m m erce  is the 
Electronic Transactions Act 1 9 9 9  
(C th) (the Act), w hich cam e into effect 
in M arch  2 0 0 0 . The Act is the 
culm ination o f  a series o f  governm ent 
reports8, and m irrors the 
recom m endations o f  the Federal 
A ttorney G en eral’ s E lectro n ic  
C o m m erce  E xp ert G ro u p 's  (E C E G )  
report entitled Electronic Commerce: 
Building the Legal Framework. The  
E C E G ’ s recom m endations, in turn, 
reflect the U N C IT R A L  M odel L a w 9, 
w hich is recognized  as the 
international tem plate for e- 
co m m erce . T h e Act is intended as 
fram ew ork  legislation , setting the 
overarching p olicy  for the states to 
im plem ent, and creating a light 
handed regulatory re g im e .10

T he Act is based on tw o principles, in 
line with the M odel L aw : functional 
equivalence and techn ological 
neutrality. T hat is, that p aper and 
electron ic transactions should be 
treated  equally, and that the law  
should not d iscrim inate betw een  
different form s o f  tech n o lo g y .11 The  
Act settles to a large exten t the 
uncertainty surrounding the validity of  
e-co m m erce  transactions by rem oving  
existin g im pedim ents to the 
recognition  o f  electron ic transactions  
at law . T he Act addresses: 1) legal 
recognition  o f electron ic
co m m u n icatio n s12; 2 ) requirem ents for

w riting, signatures, production o f  
d ocum ents and reco rd  retention13; 3 )  
provisions fo r exem p tion s; 4 )  
provisions relatin g to tim e and p lace  
o f  dispatch  and receip t o f  electron ic  
com m u n icatio n s; and 5 ) the attribution  
o f  electron ic  co m m u n icatio n s .14

T h e Act has been criticized  for being  
am biguous in p laces and leavin g key  
term s undefined. H ow ever, in m any  
cases this w as seen as n ecessary  for 
flexib ility , and for lon g-term  
v iab ility .15

U ltim ately , new  tests based on the Act 
w ill be determ ined by the courts.

W h ile  the Act facilitates e -co m m e rce  
on the national level, the international 
dim ension o f  e -co m m e rce  is not 
addressed. T h e legal uncertainty  
surrounding im portant questions o f  
ju risd ictio n 16 has an urgent p ractical  
im p act and threatens to underm ine  
principles o f  international con sisten cy  
and con fid ence that have underpinned  
developm ents in e -co m m e rce  so far.

3 A borderless world: e- 
commerce in the global 
marketplace

“global com p u ter-b ased
com m un ications cu t across  
territorial b ord ers, creating a new  
realm  o f  hum an activ ity  and 
underm ining the feasibility -  and 
leg itim acy  -  o f  law s based on  
geograph ic boundaries.” 17

T h e international “virtual co n tract” 
p oses significant challenges to 
traditional questions o f  ju risd iction  
and en forcem en t and points to the 
possibility o f  em ploying alternative  
form s o f  dispute resolution , such as 
arb itratio n .18 D isputes that arise on  
and about the Internet can  be legally  
p rob lem atic and factually com p lex . 
T his is becau se o f  the inherently  
p rob lem atic nature o f  stretching  
traditional territorial based  
ju risdictional rules to a borderless  
cyb ersp ace .

International businesses have long  
been confronted  with problem s o f  
ju risd iction  in cro ss-b o rd er  
transactions. H ow ev er the in creasing  
ease and frequency with w hich the 
Internet allow s cross-b o rd er  
tran saction s, and the exp ansion  o f  
these in ternational tran sactions to 
con su m ers through virtual shopping

m alls, has brought the issue into the 
international legal dom ain with  
p ractical urgency.

(a) Differing views on 
international e-commerce 
and the problem of 
jurisdiction

F o u r m ain stream s o f  thought have  
em erged to address the co m p lex  
problem  that a borderless m edium  
poses to traditional rules o f  
jurisdiction :

1. The first view  is that traditional
private international law  rules on  
ju risd iction  need to adapt or be  
rep laced , as current rules threaten  
the developm ent o f  e -com m erce . 
Proponents o f  this view  argue  
that traditional rules prem ised on  
the notion o f  national 
sovereignty are redundant in a 
global m arketplace where the 
Internet know s no boundaries. 
R ules that operate by referen ce  
to con cep ts  such as the p lace  
w here the co n tract is form ed, the 
p lace w here a person is resident 
or a p lace w here the transaction  
has its clo sest con nection  do not 
fit com fortab ly  with the dynam ic  
and exp ansive nature o f  the
In tern et.19 One solution, under 
this approach, could be the
establishm ent o f  an international 
governing body.

2. T he second  view  is m uch m ore
m inim alist in approach.
Supporters o f  this view  hold that 
the developm ent o f new  
principles is unnecessary. T hey  
argue that the courts are the
appropriate m echanism  to
develop rules o f  application ov er  
tim e, and that this allow s for
n ecessary  flexib ility .20

3. A  m ore libertarian view  is
developed  by com m entators that 
argue fo r self-regulation o f  
cyb ersp ace . Scholars such as
D avid P o st argue that cyberspace  
m ust be treated  as a separate  
ju risd iction .21 Indeed, som e  
com m entators argue that an
inform al separate jurisdiction  
already exists. T his is evidenced  
by the fa ct that laws are being  
created  and enforced by  
“cyb ercom m u n ities” , and that 
these law s are generally
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inapplicable outside o f  the 
cy b e rc o m m u n ity .22

4 . Som e sch olars have suggested  a 
“hybrid” solution that sits 
com fortab ly  betw een  the tw o  
extrem es o f  com prehensive  
regulation  and private  
regulation .23 T his view  posits  
that the relationship betw een  
public and private regulation  
m ust be exp ressed  by public law  
defining the roles o f  different 
[public or private] institutions in 
hybrid regulatory  regim es. Public  
law  is subject to national 
frontiers, but private entities are  
not. A ccord in gly  private  
institutions, in devising and 
applying rules, can  o v erco m e the 
ju risdictional uncertainties
asso ciated  w ith transnational 
co m m erce  on the Internet, where  
public institutions cannot. 
H ow ev er, private regulation  has 
long been criticized  for not being  
d em ocratically  legitim ate. Som e  
com m entators argue that the 
privatization  o f  disputes m erely  
serves already pow erful 
in terests.24 A hybrid solution  
w ould how ever com b in e the 
“ju risd iction al strengths o f
private regulation, and the 
greater political leg itim acy  o f  
public regulation .” 25 Pub he law  
can  set m inim um  standards of  
con d u ct and provide residual 
enforcem ent, establishing the
boundaries within w hich  a 
m ultitude o f  private regulatory  
regim es can  w ork out detailed  
rules, dispute resolution  and
enforcem ent m ech an ism s.26

(b) The role of the courts in 
developing principles

M ost o f  the jurisprudence in this area  
com es from  the U nited  States.
H ow ever, as com m entators point out, 
the developing case  law  m ay be of  
little assistance as the decisions often  
con flict, and if  anything m erely reveal 
the difficulty that courts have in 
extending the existin g criteria  for 
jurisdiction into an electron ic

. 27environm ent.

T here are few  decided  cases in 
A ustralia, how ever w hile not binding, 
the U nited  States approach  m ay be 
persuasive. It is beyond the scope of

this paper to provide a thorough  
analysis o f  the U nited  States  
jurisprudence in this area , h ow ever  
traditionally the A m erican  cou rts have  
tended to have a m ore exp ansive  
jurisdictional reach . B riefly , 
com m entators have pointed to the 
developing trend o f U nited  States  
courts applying a m odified version o f  
the personal jurisd iction  test. In 
exam ining w hether the m inim um  
con tacts needed fo r personal 
jurisdiction  are satisfied, the courts  
have utilized a “sliding sca le” test to 
quantify the co m m ercia l activ ity  
occurrin g ov er the Internet.28

A rbitration  is also undergoing a 
techn ological m ak eover in the form  o f  
the “virtual m agistrate” p roject and 
other online dispute resolution  
m echanism s. T his developm ent over 
the Internet involves adapting  
arbitration features to the specific  
dem ands o f  the Internet.33 It m ay  
p rove that for businesses, m ore  
flexible dispute resolution
m echanism s such as these m ay be 
m ore appropriate to the unique nature 
o f  Internet than uncertain  and 
disparate legal regim es.

4 Conclusion

U nd er A ustralian  law  ju risd iction  rests  
on valid service o f  the defendant. The  
cou rt has discretion  to decline  
jurisdiction  w here the forum  selected  
is “clearly  inappropriate.”29 In 
deciding w hether the foru m  is 
appropriate, the courts look  to various  
“con n ectin g  fa cto rs .” 30 H ow ever, 
these con n ectin g  factors, such as 
w here the transaction  occu rred , are  
rendered m eaningless or at best 
indeterm inate by the borderless nature  
o f  the Internet. The uncertainty that 
this cau ses m ay be m ore pronounced  
for b u siness-to -consu m er transactions, 
how ever businesses-to-business e- 
co m m erce  is not im m une. This is 
becau se w hile businesses m ay seek to 
m inim ize risk  and uncertainty by  
including a ch o ice  o f  law  and forum  
clause in the con tract, this m ay not 
alw ays be effective. A  clause  
specifying a p articular ju risd iction  is 
not d ecisive. P arties to a dispute can  
alw ays seek to establish an alternate  
forum  as m ore appropriate.31

(c) Alternative dispute
resolution and Internet 
courts

T he problem s faced  by businesses  
undertaking cross-b o rd er transactions  
and the cum bersom e and slow  process  
o f  enactin g m ultilateral conventions  
has led som e com m entators to suggest 
that alternative dispute resolution is a 
favourable alternative to lengthy and  
com p licated  jurisdictional disputes in 
the courts. Som e advantages include: 
preserving the business relationship ; 
avoiding uncertain ty, as arbitration  
clauses contain  agreed upon  
jurisdictional and en forcem ent 
m echanism s; and allow ing sufficient 
flexib ility .32

T raditional com m ercial law  involves  
using legal tools to m eet the legitim ate  
needs o f  the m arket. The  
developm ents in the field o f  e- 
com m erce  both exem p lify  and rew ork  
this dynam ic. A s has been illustrated  
in the issue o f  ju risd iction , law  and e- 
co m m erce  are entw ined in a recip rocal  
evolution. T he law  both facilitates and 
constrains e -co m m erce . On the reverse  
side o f  the relationship , it must not be 
forgotten  the profound w ay in w hich  
e -co m m e rce  is shaping the future o f  
the law . W h ile  there has been no legal 
revolution to deal with the new  
m edium , the slow  evolution o f  the law  
is m oving tow ards a body o f  law  
w hich is o f  an inherently international 
and hybrid ch aracter.
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Domain Names - 
liverpoolfc.com

O n 4  A pril, the W IP O  A rbitration  and  
M ediation C entre held that the dom ain  
nam e liverp o olfc .co m  should be 
transferred  to L iv e rp o o lF C .T V  Lim ited . 
T he respondent, M r H etherington, w as 
the ow ner o f  the dom ain nam e  
liverp o olfc .co m , w hich he had bought 
from  the L iverp oo l F ly in g  Club of 
A m erica  allegedly for use as the 
dom ain nam e for a fashion club that he 
intended to set up under the nam e  
L iverp oo l Fashion  Club. H is w ebsite  
com p rised  a single page and for a 
period o f  tim e he advertised  on that 
page that the dom ain nam e w as fo r sale. 
T he claim ants w ere L iverp oo l Fo otb all 
Club and A thletic Grounds p ic, w hich, 
operates the L iverp ool Footb all Club  
and an affiliate, L iv e rp o o lF C .T V  
L im ited  w hich operates the official 
L iverp oo l Fo otb all Club w ebsite  
liverpoolfc.tv . L iverp ool Fo otb all Club  
ow ns various trade m arks including an 
application in the U K  for 
L iv e rp o o lF C .co m , w hich M r 
H etherington opposed in O cto b er 2 0 0 1  
on the ground that he ow ned the 
dom ain nam e. A fter a num ber of 
attem pts to settle, during w hich M r 
H etherington sought £ 1 2 5 ,0 0 0  for the 
transfer o f  the dom ain, the claim ants  
referred  the m atter to W IP O . T hey  
laim ed that the fashion w ebsite w as a 
cybersquatting sham .

T he W IP O  Panellist found that the 
dom ain nam e w as confusingly sim ilar 
to the claim an ts’ trade m arks. In the 
light o f  the fam e o f the L iverp oo l 
Footb all Club and o f  the prim ary  
m eaning o f  the abbreviation F C , 
generally standing for Fo otb all Club, 
the P anellist accep ted  that M r  
H etherington had no right o r legitim ate  
interest in the dom ain nam e. His efforts  
to sell it for large am ounts o f  m oney  
constituted p rim a facie  evid en ce that he 
had purchased and used it in bad faith. . 
H e noted that L iverp oo l Fash ion  Club  
w as a far m ore appropriate nam e for the 
fashion club than liverpoolfc and that 
the loss o f  the dom ain nam e w ould not 
hinder the developm ent o f  this business. 
He therefore ordered the transfer o f  the  
dom ain nam e.
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