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1 Introduction

This paper seeks to outline the process
by which the law has adapted to
facilitate e-commerce in Australia,
based on a “light-handed” legislative
approach  consistent ~ with  the
international community. The paper
then turns to consider the current
uncertainty plaguing questions of
jurisdiction in e-commerce. The
urgency of resolving questions of
jurisdiction is acute considering the
global nature of the medium and the
ease of cross-border transactions over
the Internet. Furthermore, the question
of jurisdiction exemplifies the
problematic nature of regulating the
Internet and e-commerce and throws
open the debate as to whether old law
can be stretched over new mediums.
The paper concludes that the
relationship between law and e-
commerce is a two way dynamic, and
that while there has been no revolution
to deal with the new medium, the slow
evolution of the legal system is
moving towards a body of law which
is of an inherently international and
hybrid character.

(a) What is e-commerce?

It can be broadly stated that e-
commerce encompasses all
commercial transactions that are
conducted electronically.' With the
increasing use of the Internet and
Web, the boundaries of e-commerce
are rapidly expanding. Recent e-
commerce developments reveal the
infinite array of possibilities. Take, for
example, the most recent
advancements in digital payments
systems, such as stored value smart
cards (“SVCs”), virtual banks; digital
payments, internet prospectuses, and
payment system automation (eg
cheque imaging). The potential of “m-
commerce”, or mobile commerce, has
also attracted attention.

From a commercial perspective the
advantages of e-commerce include
reducing transaction costs, reducing

entry  barriers, and  increased
ey eqs ]
accessibility to name but a few.”

(b) What are the legitimate
needs of e-commerce?

There are a multitude of legal and
commercial issues arising out of e-
commerce. However, four main
concerns emanate from the abundance
of literature in this area:

1. the ability of e-commerce to
create binding electronic
contracts;

2. privacy:

3. security; and

4.  jurisdiction

Underlying these concerns is the
desire for consistency and

predictability to enhance consumer
confidence in e-commerce.

(¢) The legal response

In adapting and evolving to meet the
needs of e-commerce, the law has
acted in a dual capacity, by both
facilitating and  constraining e-
commerce. Recognising the beneficial
potential of e-commerce and riding on
the wings of international efforts,
Federal and State governments have
taken legislative steps to remove legal
obstacles to the uptake of e-
commerce. The steps taken to
facilitate e-commerce are reflected, for
example, in the Electronic
Transactions  Act 1999 (Cth)
(discussed further below). The law is
also taking a constraining role as
governments around the globe are
increasingly realising that in some
areas, the law must intervene to
restrict certain activities and to protect
property rights.’ This realisation is
embodied for example, in the recent
amendments to the Privacy Act 1988
(Cth)* and the Copyright Act 1968
(Cth)j. or in consumer protection
legislation.® Thus it can be seen that
the law plays a constraining role when
it steps in to protect important values
upheld by the law, such as property

rights. Underpinning the facilitative
approach, on the other hand, is the
notion of freedom of contract. In both
its facilitative and constraining role,
the law is attempting to meet the needs
of e-commerce (valid contract
formation, privacy, security and clear
jurisdictional principles) and by doing
so instilling confidence in the e-
commerce market.

2 The challenge posed to
the law: legal revolution
or evolution?

(a) A general look at the policy
of the Australian Govern-
ment and the role of the
courts

The very nature of e-commerce - its
ephemeral and borderless qualities -
poses a challenge to the static and
traditionally jurisdictional nature of
law. As one commentator has
remarked “if you are trying to legislate
for information technology, it is many
years, some will say light years, ahead
of the capacity of law makers to
comprehend and then address the
problems.”” Underlying e-commerce
legislation is an  attempt to
accommodate the two competing
policy demands of 1) providing a
comprehensive  and  prescriptive
framework of rules to foster certainty
and predictability; and 2) the desire
not to stifle technological and
commercial innovation. A  third
concern reflected is the need for a
uniform international approach to the
regulation of e-commerce, to prevent
the cyber chaos that would ensue if
every jurisdiction enacted different
laws.

Reflecting  these concerns, and
consistently with the international
position, the Australian government
has adopted a minimalist approach to
regulating e-commerce. This “light-
handed” legislative approach leaves
the door open for courts to develop
precedent to keep pace with the
changing face of commerce. The
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legislation in a number of areas
relating to e-commerce is not
comprehensive and has created legal
ambiguity, or is simply non-existent.
The extent to which this enhanced
discretion that the courts will have to
fashion the emerging body of law in
relation to e-commerce is desirable, is
debatable. Some would argue that it
creates uncertainty in the commercial
arena and threatens to undermine an
internationally consistent approach.
However, considering the fluid and
evolving nature of the medium, the
judicial process allows for necessary
flexibility. It is generally recognized
that this judicial flexibility must also
be paired with a degree of
international regulation, to facilitate
consistency and thus the efficacy of e-
comimerce.

(b) Australian legislation
facilitating e-commerce

The key piece of Australian legislation
facilitating  e-commerce is  the
Electronic  Transactions Act 1999
(Cth) (the Act), which came into effect
in March 2000. The Acr is the
culmination of a series of government

reports®, and Mirrors the
recommendations of the Federal
Attorney General’s Electronic

Commerce Expert Group's (ECEG)
report entitled Electronic Commerce:
Building the Legal Framework. The
ECEG’s recommendations, in turn,
reflect the UNCITRAL Model Law’,
which is  recognized as the
international ~ template  for  e-
commerce. The Act is intended as
framework legislation, setting the
overarching policy for the states to
implement, and creating a light
handed regulatory regime. 10

The Act is based on two principles, in
line with the Model Law: functional

equivalence and technological
neutrality. That is, that paper and
electronic  transactions should be

ireated equaliy, and that the law
should not discriminate between
different forms of technology.'' The
Act settles to a large extent the
uncertainty surrounding the validity of
e-commerce transactions by removing
existing  impediments to  the
recognition of electronic transactions
at law. The Act addresses: 1) legal
recognition of electronic
communications'*; 2) requirements for

writing, signatures, production of
documents and record retention'® 3 3)
provisions  for  exemptions; 4)
provisions relating to time and place
of dispatch and receipt of electronic
communications; and 5) the attribution
of electronic communications.*

The Act has been criticized for being
ambiguous in places and leaving key
terms undefined. However, in many
cases this was seen as necessary for
flexibility, and for  long-term
viability."®

Ultimately, new tests based on the Act
will be determined by the courts.

While the Act facilitates e-commerce
on the national level, the international
dimension of e-commerce is not
addressed. The legal  uncertainty
surrounding important questions of
jurisdiction'® has an urgent practical
impact and threatens to undermine
principles of international consistency
and confidence that have underpinned
developments in e-commerce so far.

3 A borderless world: e-
commerce in the global
marketplace

“global computer-based
communications  cut  across
territorial borders, creating a new
realm of human activity and
undermining the feasibility — and

legitimacy — of laws based on
“l17

geographic boundaries.
The international “virtual contract”
poses  significant  challenges to

traditional questions of jurisdiction
and enforcement and points to the
possibility of employing alternative
forms of dispute resolution, such as
arbitration.”® Disputes that arise on
and about the Internet can be legally
problematic and factually complex.
This is because of the inherently
problematic nature of stretching
traditional territorial based
jurisdictional rules to a borderless
cyberspace.

International businesses have long
been confronted with problems of
jurisdiction in cross-border
transactions. However the increasing
ease and frequency with which the
Internet allows cross-border
transactions, and the expansion of
these international transactions to
consumers through virtual shopping
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malls, has brought the issue into the

international  legal domain  with
practical urgency.
(a) Differing views on

international
and the
jurisdiction

e-commerce
problem  of

Four main streams of thought have
emerged to address the complex
problem that a borderless medium
poses to traditional rules of
jurisdiction:

1. The first view is that traditional
private international law rules on
jurisdiction need to adapt or be
replaced, as current rules threaten
the development of e-commerce.
Proponents of this view argue
that traditional rules premised on
the notion of  national
sovereignty are redundant in a
global marketplace where the
Internet knows no boundaries.
Rules that operate by reference
to concepts such as the place
where the contract is formed, the
place where a person is resident
or a place where the transaction
has its closest connection do not
fit comfortably with the dynamic
and expansive nature of the
Internet.'”” One solution, under
this approach, could be the
establishment of an international
governing body.

3]

The second view is much more
minimalist in approach.
Supporters of this view hold that
the development of new
principles is unnecessary. They
argue that the courts are the
appropriate mechanism to
develop rules of application over
time, and that this allows for
necessary flexibility.”

3. A more libertarian view is
developed by commentators that
argue for self-regulation of
cyberspace. Scholars such as
David Post argue that cyberspace
must be treated as a separate

jurisdiction.”!  Indeed, some
commentators argue that an
informal separate jurisdiction

already exists. This is evidenced
by the fact that laws are being

created and  enforced by
“cybercommunities”, and that
these laws are  generally
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inapplicable outside of the
cybercommunity.

4.  Some scholars have suggested a
“hybrid” solution that sits
comfortably between the two

extremes of  comprehensive
regulation and private
. 23 . . .
regulation.” This view posits
that the relationship between

public and private regulation
must be expressed by public law
defining the roles of different
[public or private] institutions in
hybrid regulatory regimes. Public
law is subject to national
frontiers, but private entities are
not. Accordingly private
institutions, in devising and
applying rules, can overcome the
jurisdictional uncertainties
associated with transnational
commerce on the Internet, where
public institutions cannot.
However, private regulation has
long been criticized for not being
democratically legitimate. Some

commentators argue that the
privatization of disputes merely
Serves already powerful

A hybrid solution
combine the

interests.”*
would however
“jurisdictional  strengths  of
privatc regulation, and the
greater political legitimacy of
public regulation.”* Public law
can set minimum standards of
conduct and provide residual
enforcement, establishing the
boundaries within which a
multitude of private regulatory
regimes can work out detailed
rules, dispute resolution and
enforcement mechanisms.”®

The role of the courts in
developing principles

(b)

Most of the jurisprudence in this area
comes from the United States.
However, as commentators point out,
the developing case law may be of
little assistance as the decisions often
conflict, and if anything merely reveal
the difficulty that courts have in
extending the existing criteria for
jurisdiction into an  electronic
environment.”’

There are few decided cases in
Australia, however while not binding,
the United States approach may be
persuasive. It is beyond the scope of

this paper to provide a thorough
analysis of the United States
jurisprudence in this area, however
traditionally the American courts have
tended to have a more expansive
jurisdictional reach. Briefly,
commentators have pointed to the
developing trend of United States
courts applying a modified version of

the personal jurisdiction test. In
examining whether the minimum
contacts needed for  personal

jurisdiction are satisfied, the courts
have utilized a “sliding scale” test to
quantify the commercial activity
occurring over the Internet.?®

Under Australian law jurisdiction rests
on valid service of the defendant. The
court has discretion to decline
jurisdiction where the forum selected
is  “clearly inapproprate.””  In
deciding whether the forum is
appropriate, the courts look to various
“connecting  factors.”®  However,
these connecting factors, such as
where the transaction occurred, are
rendered meaningless or at best
indeterminate by the borderless nature
of the Internet. The uncertainty that
this causes may be more pronounced
for business-to-consumer transactions,
however businesses-to-business e-
commerce is not immune. This is
because while businesses may seek to
minimize risk and uncertainty by
including a choice of law and forum
clause in the contract, this may not
always be effective. A clause
specifying a particular jurisdiction is
not decisive. Parties to a dispute can
always seek to establish an alternate
forum as more appropriate.’!

(¢c) Alternative dispute
resolution and Internet
courts

The problems faced by businesses
undertaking cross-border transactions
and the cumbersome and slow process
of enacting multilateral conventions
has led some commentators to suggest
that alternative dispute resolution is a
favourable alternative to lengthy and
complicated jurisdictional disputes in
the courts. Some advantages include:
preserving the business relationship;
avoiding uncertainty, as arbitration
clauses  contain  agreed  upon
jurisdictional and enforcement
mechanisms; and allowing sufficient
flexibility.*

Arbitration is also undergoing a
technological makeover in the form of
the “virtual magistrate” project and
other online dispute resolution
mechanisms. This development over
the Internet involves  adapting
arbitration features to the specific
demands of the Internet.”® It may
prove that for businesses, more
flexible dispute resolution
mechanisms such as these may be
more appropriate to the unique nature
of Internet than uncertain and
disparate legal regimes.

4 Conclusion

Traditional commercial law involves
using legal tools to meet the legitimate
needs of the market.  The
developments in the field of e-
commerce both exemplify and rework
this dynamic. As has been illustrated
in the issue of jurisdiction, law and e-
commerce are entwined in a reciprocal
evolution. The law both facilitates and
constrains e-commerce. On the reverse
side of the relationship, it must not be
forgotten the profound way in which
e-commerce is shaping the future of
the law. While there has been no legal
revolution to deal with the new
medium, the slow evolution of the law
is moving towards a body of law
which is of an inherently international
and hybrid character.
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Domain Names -
liverpoolfc.com

On 4 April, the WIPO Arbitration and
Mediation Centre held that the domain
name liverpoolfc.com should be
transferred to LiverpoolFC.TV Limited.
The respondent, Mr Hetherington, was
the owner of the domain name
liverpoolfc.com, which he had bought
from the Liverpool Flying Club of
America allegedly for use as the
domain name for a fashion club that he
intended to set up under the name
Liverpool Fashion Club. His website
comprised a single page and for a
period of time he advertised on that
page that the domain name was for sale.
The claimants were Liverpool Football
Club and Athletic Grounds plc, which,
operates the Liverpool Football Club
and an affiliate, LiverpoolFC.TV
Limited which operates the official
Liverpool Football Club  website
liverpoolfc.tv. Liverpool Football Club
owns various trade marks including an
application in the UK for
LiverpoolFC.com, which Mr
Hetherington opposed in October 2001
on the ground that he owned the
domain name. After a number of
attempts to settle, during which Mr
Hetherington sought £125,000 for the
transfer of the domain, the claimants
referred the matter to WIPO. They
laimed that the fashion website was a
cybersquatting sham.

The WIPO Panellist found that the
domain name was confusingly similar
to the claimants’ trade marks. In the
light of the fame of the Liverpool
Football Club and of the primary
meaning of the abbreviation FC,
generally standing for Football Club,
the Panellist accepted that Mr
Hetherington had no right or legitimate
interest in the domain name. His efforts
to sell it for large amounts of money
constituted prima facie evidence that he
had purchased and used it in bad faith. .
He noted that Liverpool Fashion Club
was a far more appropriate name for the
fashion club than liverpoolfc and that
the loss of the domain name would not
hinder the development of this business.
He therefore ordered the transfer of the
domain name.
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