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1. Introduction

D om ain  n am es are valu ab le p rop erty , 
b eing unique identifiers for  
estab lish in g o n e ’ s in tern et p resen ce . 
A s the gen eric  T o p -L e v e l D om ain s  
( ‘g T L D ’ ) .co m , .net and .o rg  w ere  
a llo ca te d  on a first-co m e , first-in  
b asis, th ey w ere suscep tib le  to abusive  
p ra ctice s . T h ese  include
cyb ersq u attin g , w here p eop le  reg ister  
d om ain  n am es to sell at exo rb itan t  
p rice s ; and rev erse  d om ain  nam e  
h ijack in g , w here entities a ttem p t to  
u nfairly  acqu ire d om ain  n am es fro m  
leg itim ate  holders b y fin an cial and  
legal p ressu re.

T h is p ap er d iscusses the issu e  o f  
cyb ersq u attin g  and b riefly  ou tlin es the 
p ro ced u res o f  the U n ifo rm  D om ain  
N am e D ispute R esolu tion  P o licy  
( ‘U D R P ’ ), w hich  w as established  by  
the Internet C o rp oratio n  fo r A ssign ed  
N am es and N um bers ( ‘IC A N N ’ ) to 
d eal w ith this prob lem . It also  
p rov id es a th orough assessm en t o f  the  
effectiv en ess  and fairness o f  the  
U D R P  p ro cess  as w ell as su g gestin g  a 
num ber o f  solutions to tack le  som e o f  
the d eficien cies  identified.

2. Uniform domain name 
dispute resolution policy 
(UDRP)

T o  d eal w ith cyb ersq u attin g , IC A N N  
in trod u ced  the U D R P  in 1 9 9 9  as an 
efficien t, co s t-e ffe c tiv e  p ro ce ss  for  
d om ain  n am e disputes that co u ld  be  
applied  g lo b ally .1 T h e U D R P  applies  
to all g T L D  reg istrars  (m ak in g  up 
6 5 %  o f  dom ain  n a m e s)2 and several  
co u n try  top -lev el d o m a in s .3

U n d er the U D R P , d om ain  nam e  
reg istran ts  co n tractu ally  agree  to 
p articip ate  in a m an d atory  
ad m in istrative p ro ceed in g  w ith an 
ap p roved  dispute resolu tion  serv ice  
p ro v id er ( ‘D S P ’ ) w here a com p lain an t 
alleges th ree elem en ts:

1. that the dom ain  nam e is id entical
o r  con fu sin gly  sim ilar to a trade or
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serv ice  m ark  in w h ich  the  
com p lain an t has rights (so  the  
com p lain an t m ust b e  a trad em ark  
o w n e r);

2 . that the reg istran t d oes not have  
any rights o r leg itim ate  in terests in  
re sp e ct o f  the d om ain  n am e; and

3 . that the d om ain  n am e w as  
reg istered  and is b eing used in bad  
faith .4

P rio r  to  2 8  F eb ru ary  2 0 0 2  and the  
ap p roval o f  the A sian  D om ain  N am e  
D ispute R eso lu tio n  C en tre , the  
ex istin g  D S P s  w ere the W o rld  
In tellectu al P ro p erty  O rganisation  
M ed iatio n  and A rb itration  C en tre  
( ‘W IP O ’ ), T h e  N ation al A rb itration  
F o ru m  ( ‘N A F ’ ), the C P R  Institute fo r  
D ispute R eso lu tio n  and e R e so lu tio n .5

3. Assessment of the UDRP

T h e U D R P  ap pears to be su ccessfu l as 
a  dispute resolu tion  altern ative to  
c o s tly  and len gth y litigation . S everal  
A ustralian  o rgan isatio n s have used the  
U D R P  to  gain  tran sfer o f  dom ain  
n am es in clu d in g  telstra .o rg , 
w estfie ld sh o p p in g .co m  and the 
w ig g le s .co m .6

H o w e v e r, the U D R P  is a  p o licy  trad e
o ff  b etw een  trad em ark  ow ners  
(sim p lify in g  the p ro ce ss  to con test 
d om ain  n am es to erad ica te  abusive  
reg istran ts) and reg istran ts  (low erin g  
the threshold  to co n te st d om ain  nam es  
m ak es it ea sie r fo r rev erse  dom ain  
n am e h ijack ers  to  m ak e challen ges  
again st leg itim ate  h o ld e rs ).7

T his h as had several con seq u en ces  in 
re latio n  to th e e ffectiv en ess  o f  the  
U D R P  p ro ce ss , the fairness o f  its 
ru les, the quality  o f  d ecision s and  
eq uality  on  the in tern et.

4. Effectiveness of process
T h e U D R P  is e ffe ctiv e  as it is sim ple  
and easily  a cce ssib le . T h e  p ro cess  is 
con d u cted  en tirely  on line w ith a single  
e le c tro n ic  and hard  c o p y  d ocu m en t 
sub m ission  o f  fa cts  and legal

argum ents. S erv ice  o f  p rocess  can  be  
ach iev ed  b y em ail to the address  
show n in the re g istra r’ s re co rd .8

T h e U D R P  has been  efficien t, 
providin g a resp on se in ap proxim ately  
4 5  d ay s9 from  the in itial com p lain t. 
T he p ro cess  is co st-e ffe ctiv e  w ith low  
filing fees, starting w ith a co s t o f  
$ U S 1 5 0 0  for one panellist fo r a 
com p lain t in volving one to five  
d om ain  n am es (W IP O ), w hich  is less  
than usual co u rt litigation  c o s ts .10 It is 
also effectiv e  in ov erco m in g  
ju risd iction al b arriers fo r en forcem en t  
as it applies to all registrars  
irresp ectiv e  o f  w here they are located .

A s at 1 4  Feb ru ary  o f  this year, 4 3 1 4  
p roceed in g s affectin g  7 5 0 7  dom ain  
nam es have been con d u cted  under 

U D R P , w ith ov er 7 5 %  o f  p roceed ings  
d ecid ed  in fav ou r o f  the 
co m p lain an ts .11 H en ce , overall U D R P  
has b een  effectiv e  in addressing the  
latent dem and fo r adm inistrative  
p roceed in g s against cyb ersqu atters in 
different situations.

4.1 Fact-finding Inadequacy

D espite  the apparent su ccess  o f  the  
U D R P , the lack  o f  oral testim on y and  
rules o f  ev id en ce  in these paper 
p roceed in g s lim it the ability to 
evalu ate  disputed facts  and assess  
cred ibility  o f  ev id en ce . Panels can  
only ju d g e  on w hat is presented  to 
them , so they m ay have to regard  
subm issions as reliab le  w here there is 
no refutin g d ocu m en tary  evid en ce. 
This is p articu larly  relev an t to 
subm issions o f  leg itim ate  in te re st.13 
D ifferent con clu sio n s m ay result in a 
cou rt w here the evid en ce  is b etter able 
to be scrutin ised  fo r its c re d ib ility .14 
Thus the U D R P  p ro cess  is less  
effectiv e  than a co u rt in cases  
in volving disputed facts.

4.2 Precedents

Panels can  refer to any rules or 
p rinciples o f  law  it deem s  
ap p ro p riate .15 C u rrently , about 3 2 %  o f
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U D R P  d ecision s c ite  p rio r d e cis io n s .16 
T his trend to  re fe r to  p ast d ecision s as 
p receden ts is facilita ted  by all U D R P  
decision s b ein g  published  on the  
IC A N N  w eb site  and by law yers  
rep resen tin g th e p arties w ho are  
trained to u se  fav o u rab le  p rior 
decision s to en u n ciate  g en eral  
p ro p o sitio n s .17

W h ile  this im p ro v es co n siste n cy  
betw een  U D R P  d ecisio n s, the use o f  
‘p reced en ts ’ , w h ich  req u ires len gth y  
research  fo r ‘ru les o f  la w ’ (s im ilar to  
the co m p le x  co u rt sy s te m ), dim inishes  
the effectiv en ess  o f  U D R P  as a 
sim ple, c o s t-e ffic ie n t p ro ce ss . F u rth er, 
the re le v a n ce  o f  ‘p re ce d e n ts ’ m ay  be  
lim ited  w here p rio r d ecision s w ere  
d ecid ed  in a c co rd a n c e  w ith  foreign  
law s and are  w ritten  in foreign  
la n g u a g e s .18

T h e use o f  p reced en ts  highlights  
an other lim itation  on the effectiv en ess  
o f  U D R P  b ecau se  o f  the la ck  o f  an  
appellate system  o r gu id an ce  to  panels  
to re co n cile  tw o o r m o re  in consisten t 
U D R P  d e cis io n s .19

4,3 Limited scope and remedies

T h e effectiv en ess o f  the U D R P  is also  
lim ited  to its p urpose o f  d ealing on ly  
w ith cyb ersqu atting c a se s  so it ca n  
on ly  ord er the tran sfer o r  can cella tio n  
o f  d om ain  nam es.

If  the com p lain an t has co n ce rn s  oth er  
than gaining ow n ership  o f  the d om ain  
n am e, such as trad em ark  infrin gem ent, 
false  ad vertising , unfair com p etitio n  o r  
w ishes to seek  re lie f  such  as  
injunctions (to  p reven t p ostin g o f  
certain  co n ten t), d am ag es and c o sts ,  
the U D R P  is not the ap prop riate  
fo ru m .20 R ath er a co u rt actio n  w ould  
be m o re  suitable.

5. Fairness of Rules

5.1 Burden of Proof

T h e burden o f  p ro o f  in U D R P  
p roceed in g s lies upon the co m p lain an t  
to p ro v e  a prim a facie  ca se  w ith all o f  
the three elem ents d iscu ssed  a b o v e .21 
T his req u irem en t is fa ir  and co n sisten t  
w ith due p rocess.

T w o  view s ex ist as to  h ow  the burden  
o f  p ro o f  should be ap plied  w here the  
reg istran t does not rep ly  to the  
com p lain t. O ne view  is that the burden

o f  p ro o f  rem ain s on  the com p lain an t, 
as the panel should  not m ake  
in feren ces o f  intent fro m  allegatio n s  
ra th er than fro m  fa cts  o r ev id en ce  
(literal a p p ro a ch ).22

H o w e v e r, an oth er b ro a d e r view  shifts  
the burden  o f  p ro o f s in ce  it is d ifficult 
fo r the co m p lain an t to  p ro v e  the  
reg istran t had no leg itim ate  in terest  
w h ere o n ly  the reg istran t k now s this  
and ad op ting the litera l ap p ro ach  
w ould  g iv e  the reg istran ts  a ‘ta c tica l  
a d v a n ta g e ’ b y  not resp on d in g  to  
co m p la in ts .23

T h is co n seq u en ce  is relev an t as 
reg istran ts  default in  o v e r 5 0 %  o f  
ca se s  o f  w h ich  9 0 %  are w on  by  
co m p la in a n ts .24 A lth o u g h  the b ro ad er  
ap p roach  is efficien t, acco rd in g  to  
fairness p rin cip les, it c le a rly  fav ou rs  
the co m p la in a n t’ s (trad em ark  ow n ers)  
rights o v e r the re g istra n t’ s rights.

5.2 Appealing the UDRP decision

If  a co m p lain an t lo ses  the arbitration , 
h e/sh e ca n , sub ject to  statu te o f  
lim itatio ns restrictio n s, bring a co u rt  
a ctio n  ag ain st the reg istran t. T his  
ap pears fa ir  w ith the cou rts  as a 
co n tro l m e ch a n ism  on  w ro n g  U D R P  
d e cis io n s .2  ̂ H o w ev er, an unfair  
co n seq u en ce  under the U D R P  rules  
arises w hen  reg istran ts  lo se  the  
arbitration .

W h en  the reg istran t lo se s , co u rt actio n  
w ithin 1 0  d ays m ust b e  taken to  stay  
the ad v erse  U D R P  d ecisio n  in a  
ju risd ictio n  w here th e reg istrar o r  
reg istran t is lo c a te d .26 I f  the reg istran t  
is lo ca te d  in a ju risd ictio n  that is not 
co n d u civ e  to d om ain  n am e litigatio n , 
the reg istran t m ay  b e d isad van taged , 
as h e/sh e  m a y  be fo rc e d  into litigatio n  
in an u n fam iliar ju risd ictio n  alm o st  
im m ed iate ly  and has to  q uickly  obtain  
legal re p resen ta tio n .27 A gain , it seem s  
that the U D R P  fav ou rs the rights o f  
the trad em ark  o w n ers  o v e r  the  
reg istran ts.

5.3 Trade Names

A n o th er lim itation  o f  the U D R P  is that 
it o n ly  ap plies to trad e  and se rv ice  
m ark  ow n ers , but n ot trad e n a m e s .28 
H o w e v e r, ce le b rity  p erson al n am es  
h ave b een  found to b e  ‘tra d e m a rk s’ at 
co m m o n  la w .29

T his m eans the U D R P  is unfair in  
distinguishing p eople on status: an  
ord in ary  p erson  can n o t use the U D R P  
to re stric t the use o f  their person al 
n am e, as it w ould not satisfy  the  
‘trad em ark ’ req u irem en t. In  
co m p ariso n , the U nited  S tates  (U S )  
Anti-cybersquatting Consumer
Protection Act ( ‘A C P A ’ ) p ro tects  all 
p erson al n a m e s.30

5.4 Choice of Arbitrator

P articip an ts  are able to se lect the  
arb itrators (fro m  the D S P ’ s list) fo r  
the p ro ce e d in g s .31 W h ile  this appears  
to be fair to  the p articip an ts as it 
allow s th em  to ch o o se  arb itrators w ho  
are fam iliar w ith their ju risd iction , this 
has resu lted  in certain  unfair o u tco m es  
u ltim ately  affectin g  the quality o f  
d ecision s (d iscu ssed  further b elow ).

5.5 Reverse Domain Name 
Hijacking

A s m en tion ed  ab ove, the U D R P  
m akes rev erse  d om ain  nam e h ijack ing  
e asier fo r trad em ark  ow n ers. 
A lthough  rev erse  dom ain  n am e  
hijack ing d eclaratio n s have b een  m ade  
again st e x c e ss iv e ly  a g g ressiv e  
c o m p la in a n ts ,"  such a d eterm in ation  
cu rren tly  d oes not in cu r any  
p en alties .33 T his appears to be unfair  
to legitim ate registrants w ho have  
exp en d ed  tim e and exp en se  to  defend  
their reg istration s.

6. Quality of decisions

U D R P  arb itrators ran ge from  
in tellectu al p rop erty  exp erts to  retired  
ju d g es fro m  around the w orld. T his  
w ide ju risd ictio n al spread  o f  possib le  
arb itrato rs, results in the m ain  
d eficien cy  o f  U D R P  d ecision s, n am ely  
the in co n sisten t d ecision s due to  
d ifferent in terp retation  and ap plication  
o f  the U D R P .

6.1 Arbitrators

T his in co n sisten cy  ca n  m ost c learly  be  
seen in the ca se s  in volving Q uirk, a 
c a r  d ealer and a cu sto m er w ho  
reg istered  several d om ain  n am es  
in cluding q u irk au to s .co m ,34
q u irk n issan .co m 35 and
q u irk m a z d a .co m ,36 using the w ebsites  
to p rov id e w arn in g inform ation  about 
c a r  d ealers. T h e d om ain  n am es w ere
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split into 3 ca se s  w ith 3 d ifferent 
arb itrators.

In the la tter tw o c a se s , the n am es w ere  
tran sferred  to the co m p lain an t as the  
reg istran t had d em on strated  bad  faith  
b y divertin g the co m p la in a n t’ s 
business cu sto m ers. H o w e v e r, in  the  
first c a se , the arb itrato r held  th at the  
d om ain  n am es w ere b ein g  u sed  for  
leg itim ate  critic ism  as p ro tected  under  
the first am endm ent to  the U S  
co n stitu tio n .37

T h is d em on strates that ev en  in ca se s  
w ith the sam e fa c ts , d ifferent 
o u tco m es can  result fro m  different 
arb itrato rs. T his h ighlights the  
w eak n ess o f  the U D R P  p ro c e s s , as 
d ecision s are h ighly dependent on  the  
se lectio n  o f  the arb itrato rs, their  
lan g u ag e , cu ltu re and ju risd ictio n al  
b ack grou n d s and on g u id an ce  fro m  
IC A N N .38

6.2 Examples of Inconsistency

In determ in ing w hether a trad em ark  is 
‘co n fu sin g ly  sim ilar’ w ith a d om ain  
n am e, in terp retation  has ran g ed  from  
on ly  co m p arin g  the trad em ark  w ith  the 
d om ain  n am e39 to a co n sid eratio n  o f  
the entire c ircu m stan ces  relatin g  to  the  
d om ain  n a m e ’ s reg istration  and u se .40

C o u rts  have also varied  as to w h ether  
reg isterin g  a gen eric  te rm  w ith  the 
intention  o f  selling it co n stitu te  bad  
faith .41 S om e ca se s  h ave held  g en eric  
term s g iv e  registrants a  leg itim ate  
in terest and so the co m p lain an t fa ils ,42 
w hile o th er ca se s  hold  th ere is no 
leg itim ate  in terest.43 T h e la tter cases  
h ave b een  criticised  as unjustly  g iv ing  
trad em ark  ow ners m o re  rights than  
p erm itted  under trad em ark  law  w h ich  
o n ly  g iv es com p an ies e x c lu siv e  
n am in g rights in that p articu lar  
in dustry and lo cality  and certa in ly  not 
on  a gen eral basis (su ch  as g en eric  
te rm s).

A n o th er exam p le  o f  in co n sisten t  
in terp retation  o f  the rules w as in 
guerlain.net,44 w here the reg istration  
o f  14  o th er reco g n isab le  trad em ark  
d om ain  n am es established  a p attern  o f  
bad  faith. Y e t in cignadirect.com,45 
bad faith  cou ld  not be im p lied  from  
the reg istran t having reg istered  5 0  
o th er d om ain  n am es, as the panel did  
not k now  w hy those n am es w ere  
reg istered .

6.3 Dispute Resolution Service 
Providers (DSP)

A cc o rd in g  to a study con d u cted  in  
N o v e m b e r 2 0 0 0  46 at W IP O , 6 7 %  o f  
p ro ceed in g s are w on b y  the 
co m p lain an t,47 at N A F , 7 2 %  w in and  
at eR eso lu tio n s, o n ly  4 4 %  w in.

T h is w as found to  be due to  W IP O  
and N A F  panellists adopting a  b road er  
in terp retation  o f  th e U R D P  ru les, to  
g iv e  trad em ark  holders s tro n g er rights, 
than that given  at e R eso lu tio n s.48

A s W IP O  and N A F  attract the larg est 
num ber o f  com p lain ts (6 1 %  and 3 1 % ,  
re sp e ctiv e ly ) and eR esolu tion s only  
7 % ,49 it w ould  seem  this bias in fav ou r  
o f  trad em ark  holders applies to a 
sign ifican t prop ortion  o f  ca se s .

A s com p lain an ts  can  c h o o s e  w hich  
D S P  to u se , they c a n  u ndertake ‘D S P -  
sh o p p in g’ to se lect the D S P  that is 
m o st lik ely  to rule in  their fav o u r. T his  
c re a te s  a bias again st d om ain  
reg istran ts  and benefits trad em ark  
o w n ers o r rep eat p layers w ho h ave the  
fin an cial reso u rces and exp e rie n ce  to  

k now  and select the D S P  that is to 
th eir ad v a n ta g e .50

H e n ce , although d ecision s are m ade  
after carefu l con sid eration , the quality  
o f  the d ecision s is lim ited  b y the 
in co n siste n cy  in in terp retation  o f  the  
U D R P  resu ltin g in in equ ality  and  
u n fairn ess to  participants.

6.4 Free expression

T h e U D R P  has also been con d em n ed  
fo r  o v erem p h asis  on trad em ark  
o w n e rs ’ rights o v e r gen eral rights o f  
free  exp ressio n , h indering the internet 
as a  m ed iu m  fo r in form ation  
e x c h a n g e .51

H o w e v e r, this assertion  is unfounded. 
A d m itted ly , m ost ca se s  h ave held  
d om ain  n am es e .g . N A M E s u c k s .co m  
to be ‘con fu sin gly  s im ila r’ to  
trad em ark s e .g . ‘N A M E ’ , e sp e cia lly  in  
ca se s  w h ere  the In tern et u ser m ay  not 
be E n g lish .52 H o w ev er, the d om ain  
n am es w ere tran sferred  w h ere the  
reg istran t d em on strated  b ad  faith, fo r  
e x a m p le , by a pattern  o f  reg isterin g  
oth er N A M E s u c k s .c o m  d om ain  n am es  
to  em b arrass  the ow n ers and there  
b eing no evid en ce  to  show  the dom ain  
n am es w ere  being u sed  fo r c ritic is m  or

free exp ressio n  (a  legitim ate  
in terest).53

Indeed  several cases  have upheld  
criticism  and co m m en tary  as a 
legitim ate in terest,54 even if  the  
d om ain  n am e w as con fu sin gly sim ilar  
w ith a trad em ark . Thus free  
exp ressio n  is p rotected  under the 
U D R P  rules as the panels reco g n ise  
criticism  as a leg itim ate  use.

7. The UDRP -  Court 
relationship

7.1 Laws of different jurisdictions

U n d er the ru les , panellists are able to  
m ak e their d ecisio n s on the basis o f  
w h ich ev er law  (including c a se s 55 or  
legislation ) th ey  d eem  as 
ap prop riate .56 T h is is fair as only  
relevant leg islatio n  is applied to the 
p articip an ts. F o r  exam p le , in 
westfieldshopping.com51 as the parties  
w ere related  to A ustralia , the Trade 
Marks Act 1995 (C th ) w as applied.

7.2 Simultaneous Court 
Proceedings

T h e effect o f  sim ultaneous legal 
p roceed in g s on a current U D R P  
p ro ceed in g  depends on the d iscretion  
o f  the panel, 58 although m ost panels 
have re jected  requests fo r a stay  o f  
p ro ceed in g s.59

H o w ev er in innersense.com,60 as the 
com p lain ant ob tain ed  an injunction  to  
prohibit the tran sfer o f  the dom ain  
n am e reg istration  pending a co u rt  
ord er, p ro ceed in g s w ere stayed  to  
avoid  d eliverin g a d ecision  
in consisten t w ith  the cou rt order. This  
show s how  co u rt decision s take  
p riority  o v e r U D R P  proceed ings.

7.3 Lack of Finality

A s the filing o f  a  cou rt actio n  in a 
ju risd iction  w h ere the reg istrar or  
registrant is lo ca te d  can  stay  U D R P  
d ecision s, the resu ltin g lack  o f  finality  
ca n  also lim it the effectiv en ess o f  the 
U D R P  p ro c e s s .61 M o reo v er, a U S  
fed eral co u rt has found that U D R P  
decision s are not legally  binding and  
ca n  be ch allen ged  in a c o u r t .62

A lso , in Jan u a ry  2 0 0 1 ,  a W isco n sin  
fed eral d istrict co u rt rev ersed  a U D R P  
d ecision  w ithout any referen ce  or 
con sid eration  to the arb itra to r’ s

12
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d e cis io n .63 T h is  im p lies U D R P  
d ecision s h ave no a n aly tica l valu e in  
co u rt actio n s.

7.4 Right of review under UDRP

A lth o u g h  th e U D R P  m ak es p rov isio n s  
fo r co u rt ap peal, it has been  asserted  
that this right o f  rev iew  is ‘illu s o ry ’ ,64 
as the U D R P  d ecisio n  d oes not 
a u to m atica lly  g iv e  a rig h t to  cou rt  
appellate  re v ie w  o f  the p a n e l’ s 
d ecisio n  in the m utual ju risd ic tio n .65 
T h e m utual ju risd ictio n  is gen erally  
eith er the ju risd ictio n  in w h ich  the  
reg istrar is lo ca te d  o r the re g istra n t’ s 
ad dress as stated  in th e re g istra r’ s 
d atab ase  at the tim e th e co m p lain t is 
su b m itted .66

T h e reg istran t can n o t sue in  co n tra c t  
again st the arb itratio n  serv ice  
p ro v id er, d o m ain -n am e re g istra r o r  
IC A N N  fo r im p ro p erly  ap p ly in g  the  
U D R P  p o licy  as the reg istran t agreed  
in the reg istra tio n  c o n tra c t n ot to  sue  
th em  in relatio n  to  U D R P  
p ro c e e d in g s .67

G iven  that o v e r  h a lf o f  the 8 0  
accre d ite d  IC A N N  reg istrars  are  based  
in th e U S ,68 co n sid eratio n  o f  U S  
ap p ellate  avenues o f  law  w ou ld  be  
m o st re lev an t at this p o in t.69

U D R P  d ecision s are  not b inding in U S  
c o u rts ,70 so reg istran ts can n o t bring  
actio n s under the Federal Arbitration 
Act.71
T h e o n ly  rem ain in g a ctio n  w ould  be to 
apply fo r d eclara to ry  ju d g m en t o r  for  
re lie f  und er the d o m ain  n am e rev iew  
p ro v isio n s o f  § 3 2 (2 ) (D ) (v )  o f  the U S  
Lanham Act. H o w ev er su ch  cou rt 
re v ie w  is only availab le  i f  there is an  
actio n ab le  ca se , that is , i f  th ere  is an  
assertio n  o f  in frin gem en t o f  rights  
u nder the U S  A C P A  o r trad em ark  law . 
F o r  e x a m p le , in c orinthians.com72 the  
U S  co u rt held it did not have  
ju risd ictio n  to rev iew  the U D R P  
d ecisio n  as no b reach  o f  U S  rights o r  
law  w as claim ed . In  the U D R P  
p ro ceed in g s  the reg istran ts  only  
asserted  their B ra z ilia n  rig h ts , w h ich  
w ere n o t actio n ab le  und er U S  law . So,

S o , reg istran ts  m ay  be bound b y an  
a d v erse  U D R P  finding, w h ich  lack s  
ju d ic ia l authority  (as  the co u rts  do not 
p lace  an y  value on  U D R P  d ecisio n s), 
yet find  th em selv es w ithou t the ability

to seek  ap pellate rev iew . T h is is 
p articu larly  u nfair fo r reg istran ts  and  
d em on strates  an oth er serious  

w eak n ess o f  the U D R P .

8. Solutions

8.1 Advisory opinions

A s alread y  d iscu ssed , one o f  th e m ain  
p rob lem s o f  the U D R P  d ecision s is the  
lack  o f  co n sis te n cy  o f  in terp retation  o f  
the U D R P  P o lic y  resu ltin g  in  
unfairn ess.

O ne solu tion  w ould  b e  to estab lish  an  
ad v iso ry  b o ard  o f  im p artial arb itrato rs  
to re v ie w  all U D R P  d ecisio n s and then  
issu e  ad v iso ry  opin ion s, w h ich  w ould  
be the so le  au thorised  p reced en ts  that 
ca n  be used  in U D R P  p ro ceed in g s. 
T h is w ill a lleviate  the b ias, 
in co n sisten cy  and in terp retation  
p ro b le m s.73

8.2 Courts

T o  ad dress the w eak ness o f  the U D R P  
p ro ce ss  due to  the p an el’ s in ability  to  
fairly  assess  the cred ib ility  o f  
ev id en ce , the U D R P  should  m aintain  
its lim ited  fo cu s , o n ly  ru ling in ca se s  
o f  c le a r  ab usive b eh av iou r. In  ca se s  
w h ere th ere is u n certain ty , th e panels  
should  n ot ‘g u e s s ’ but le a v e  such  
ca se s  to the co u rts . T h is w ou ld  avoid  
the p rob lem  o f  the re v e rsa l o f  the  
burden o f  p ro o f and lack  o f  su fficien t  
ap peal aven u es.

8.3 Self-regulation

T h e su cce ss  o f  the in tern et d epends on  
the co n fid e n ce  co n su m e rs  and  
businesses h av e  in  its e fficien t  
op eratio n . T his co n fid e n ce  is secu red  
by allow in g  the in tern et to be  
ad m in istered  b y  c o n tra c ts  and self
reg u latio n , w h ich , unlike legislation  
that ca n  take sig n ifican t tim e to  
d ev elo p , can  easily  a c co m m o d a te  the  
in tern et’ s rapid  te ch n o lo g ica l ch an g es. 
In p articu lar, the lo n g e r the d ispute  
resolu tion  p ro ce ss , th e g reater the loss  
o f  op p ortu n ity fo r co m p an ies  w h o lose  
that tim e to be able to m ark et their 
g o o d s and serv ices  u sin g th eir d om ain  
n am es.

S o the ad v an tag e  o f  se lf-reg u la tio n  is 
that it a llow s im m ed iate  ad op tion  o f  
in dustry standards fo r  e x a m p le  via  
arb itrato rs in d elib eratio n  w h o can

take a cco u n t o f  tech n o lo g ica l ch an g es  
or n ew  ab usive behaviours.

8.4 Success of the powerful

H avin g  said  that, self-reg u latio n  tends  
to resu lt in the su ccess  o f  the p ow erful 
to the d etrim en t o f  con su m ers.

In pursuit o f  self-reg u latio n , go vern ed  
by m ark et p rinciples o f  co s t and  
efficie n cy , ju d icia l safety  m easu res to  
address p o w er im b alan ces can  often  
be ero d ed , resulting in a d e crease  in 
p roced u ral fairness (lim ited  appeal 
aven u es) and due p ro cess  (short 
n otice , no d isco v ery , w ritten  
subm issions and no in -person  hearin gs  
or co lle c tiv e  actio n ).

B ia s  again st con su m ers is also  
d em on strated  by the unfair 
co n seq u en ces to  a registrant w ho has 
lost the U D R P - p roceed in g  and now  
bears the burden o f  p ro o f in co u rt  
p roceed in g s.

T h ere  is also a lack  o f  con sid eration  o f  
the pub lic in terest. T he U D R P  rules 
w ere d evelop ed  by IC A N N , a p rivate  
b od y w ith input from  pow erful 
industry in terest groups (tike the  
W IP O , w h o h av e  a vested  interest in 
the p ro tectio n  o f  tradem arks sin ce  they  
p rov id e serv ices  to trad em ark  o w n ers). 
T hus the ex istin g  rules reflect the  
in terests o f  th ose w ho con trib uted  to  
their d raftin g: the trad em ark  ow n ers, 
co p y rig h t ow n ers and co rp o rate  rep eat  
p layers , resu ltin g in the su ccess  o f  the  
pow erful.

M o re o v e r, g en erally  only rep eated  
p layers o r th ose w ith fin an cial 
reso u rces  can  gain  ad van tageou s  
know ledge (su ch  as w hich  D S P  to use  
to th eir b en efit). C o n su m ers, w ho are  
unlikely to h ave such  in form ation , are  
again  at a d isad van tage  in this fo rm  o f  
se lf-reg u la tio n .74

So although self-reg u latio n  ach iev es  
e ffic ie n cy , it tends tow ards an 

en viro n m en t m anipulated  by co rp o rate  
p layers  to m a xim ise  their interests. 
Thus it is im p ortant to be aw are o f  the  
situations o f  m ark et failure to p ro tect  
con su m ers.

8.5 Market Failure

W h e re  m arket failure does o c c u r  such  
that co n su m ers  suffer a detrim ent (e .g . 
rev ersed  onus o f  p roo f, lack  o f  appeal
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ch o ice s ) th ere is a n eed  fo r  co u rt or  
go v ern m en t in terven tion  to  ensure  
there is a fair, eq uitab le b alan ce  
b etw een  m arket and p u b lic in terests.

H ere , this ca n  be a ch ie v e d  b y  lim iting  
self-reg u latio n , or m o re  sp e cifica lly , 
the U D R P , to areas w h ere  e ff ic ie n cy  is 
m o st im p ortan t (su ch  as 
cyb ersq u attin g  c a s e s ) , a lth ou gh  w h ere  
ca se s  in v o lv e  due p ro c e s s  and p o licy  
co n ce rn s  (fo r e x a m p le  ca se s  
c o n ce rn in g  disputed  fa c ts ) ,  these  
should  b e  left fo r  th e co u rts  and  
leg islatu re  to re so lv e  (e .g . the U S  
A C P A ).

9. Conclusion
T h e U D R P  has b een  quite su ccessfu l  
in ad d ressin g  a v ery  la rg e  n u m b er o f  
ca se s  sin ce  its in cep tio n  w ith  a steady  
a v erag e  o f  2 7 0  ca se s  a  m o n th .75 E v e n  
w ith legislation  such  as th e  U S  A C P A ,  
the U D R P  has con tin u ed  its pop ularity  
n on etheless as th e  p articip an ts  are  
gen erally  m o re  c o n ce rn e d  in gaining  
the d om ain  n am e in a sim p le, co s t-  
effe ctiv e  w ay th an  re ce iv in g  
d a m a g e s .76 S o d em an d  fo r  th e  U D R P  
is still stron g  and w ill o n ly  g ro w  w ith  
the in trod u ction  o f  the n ew  g T L D s .77 
E v e n  A u stralia  is p lan n in g  to  ad op t a 
m odified  fo rm  o f  U D R P .78

O verall, the U D R P  is quite an 
e ffe ctiv e  se lf-re g u la to ry  a ltern ative  for  
d om ain  n am e d isputes as lon g  as it 
ad dresses its lim itatio n s such  as 
issuing guidelines to  th e panels and  
referrin g  d ecision s to  th e co u rts  in 
ca se s  w h ere it is c le a r  th e U D R P  is an 
in ap p ro p riate  foru m . B y  o v e rco m in g  
its p rob lem s, the U D R P  w ill be an 
even  m o re  useful d o m ain  dispute  
fo ru m  in the future to  co m e . 1
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Domain name dispute -  Germany

Intellectual Property News, Linklaters and Alliance
Germany: “ F o r  the first tim e, the F ed eral S u p rem e C o u rt held  th at th ere  w as no rem ed y  o f  tran sfer o f  disputed d om ain  
n am e to  the c la im a n t.”

O n 11 N o v e m b e r 2 0 0 1 ,  in a 
p reced en t-se ttin g  d ecisio n , the F ed eral  
S u p rem e C o u rt ru led  on  the  
p roh ib itory  actio n  tak en  b y  D eu tsch e  
S hell G m b H  reg ard in g  th e d om ain  
“sh ell.d e” . T h e co u rt ruled  again st the  
defen dan t, A n d reas S h ell, w h o ow ned  
the d om ain  “ sh ell.d e” . A n d reas Shell 
had acq u ired  the d om ain  n am e fro m  a 
d o m ain -b ro k er and had orig in ally  
been  u sin g it fo r p ro m o tin g  tran slation  
and p ress  se rv ice s . S ub seq u ently  he  
on ly  used  it fo r p rivate  purposes.

T h e F e d e ra l S u p rem e C o u rt co n firm ed  
the first and seco n d  in stan ce  
ju d g m en ts o f  the R e g io n a l C o u rt and  
the H igh er R e g io n a l C o u rt o f  M u nich . 
Its d ecisio n  is p rim arily  b ased  on the  

fam e o f  the n am e and trad e m ark  
“Shell*1 and the ou tstand ing level o f  
aw aren ess o f  the m ark. T h e  C o u rt

ruled  that the c la im an t had in terests  
w orth y  o f  p ro tectio n  in  that p oten tial 
clien ts  should  not be led  to the w eb site  
o f  the d efen dan t, and th at the public  
had an in terest in n o t b eing m isled. 
Fu rth er, the co u rt held  that it cou ld  
reaso n ab ly  be e x p e cte d  o f  M r. Shell 
that he d ifferentiate  h im se lf fro m  the  
cla im an t, ra th er than  v ic e  v ersa . T h e  
F e d e ra l S u p rem e C o u rt co n firm ed  the  
gen eral p rin cip le  o f  p riority  w ith  
reg ard  to tim e and did  not re co g n ise  
any gen eral p riority  o f  co m m e rc ia l  
o v e r p rivate  in terests , but held that this 
c a se  w as an e x ce p tio n  fo r reaso n s o f  
re sp e ct and p ra ctica b ility . P eo p le  
w ish in g to co n ta c t A n d reas Shell 
co u ld  m o re  easily  be in fo rm ed  about 
an a ltern ative  d o m ain  n am e than  
p eop le in terested  in the w eb site  o f  
D eu tsch e S hell G m b H .

F o r  the first tim e , th e F ed eral Sup rem e  
C o u rt held  th at th ere w as no rem edy  
o f  tran sfer o f  th e disputed d om ain  
n am e to th e c la im a n t. In this resp ect, it 
found fo r  the defendant. T hird  parties  
co u ld  h ave the sam e o r even a b etter  
right. In p ra c tic e , an au tom atic tran sfer  
ca n  u su ally  be ach iev ed  by filing a 
“d isp ute” ap p lica tio n  w ith the D E N IC  
(th e  cen tra l re g istry  for dom ain n am es  
under the top  le v e l dom ain “ .de” ). In  
this c a s e , a d om ain  nam e ca n ce lle d  
w ith  D E N IC  w ill be au tom atically  
tran sferred  to  the p erson  w ho filed  the  
“d isp ute” .

(This article was supplied courtesy of 
Linklaters and Alliance, “Intellectual 
Property News”, Issue 20, January
2002.)
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