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O rg a n isa tio n s  o p era tin g  g lo b a lly ,  in  
particu lar F in a n c ia l S e r v ic e s  
In stitu tio n s, fa c e  th e  c h a lle n g e  o f  
c o m p ly in g  w ith  m u lt ip le  regu la tory  
ju r isd ic t io n s  w h e n  it c o m e s  to  th e  
secu r ity  and p r iv a cy  o f  c u sto m e r  data. 
M a n a g in g  th is  re g u la to ry  r isk  is  a  k e y  
driver for  su ch  o r g a n isa tio n s  to  
im p lem e n t v a r io u s  d ata  p ro tectio n  
in it ia tiv es  to  m itig a te  th e  threat o f  
e x p o su re . C u sto m er  data that is  stored  
and p r o c e sse d  b y  in tern al sy s te m s  
an d /o r  s y s te m s  o f  a th ird-party  
b u s in e ss  su p p lier  n e e d s  to  b e  
p ro tected . B a la n c in g  reg u la to ry  
req u irem en ts  w ith  appropriate  
te c h n o lo g y  co n tr o ls  is  ce r ta in ly  a  
d iff ic u lt  and r e so u r c e -in te n s iv e  task . 
T h e  sp a te  o f  rep o rted  c a se s  o f  
cu sto m er  data is su e s  at v a r io u s  
o r g a n isa tio n s , w e ig h s  o n  th eir  
rep u tation  and in v e sto r  c o n fid e n c e  in  
g en era l. B y  u s in g  th e  reg u la to ry  
en v iro n m e n t for  b u ild in g  a ty p ica l 
secu r ity  fra m ew o rk  an d  a p p ly in g  
su ita b le  te c h n o lo g y  co n tro ls , 
o r g a n isa tio n s  are in c r e a s in g  th eir  
e f fe c t iv e n e s s  in  data  p ro te c tio n  and  
re d u c in g  th e  risk  o f  b e in g  to m o rro w 's  
h ea d -lin es .
B e tw e e n  Ju n e and D e c e m b e r  2 0 0 5 ,

Information Week c ite d  at lea st 4 9  
m ill io n  c a s e s  o f  c u sto m e r  d a ta -lo ss  
in c id en ts  in  co rp o ra te  A m e r ic a .1 A  
n u m b er o f  c o m p a n ie s  h a v e  a lread y  
se ttled  w ith  th e  F ed era l T rade  
C o m m iss io n  in  th e  U n ite d  S ta tes  
(U S ) ,  for  fa ilin g  to  p r o v id e  rea so n a b le  
secu r ity  m ea su r es  to  p ro tect cu sto m er  
d ata .2 In m a n y  o f  th e  in c id en ts , the 
la ck  o f  s im p le  in fo rm a tio n  secu r ity  
p ra ctices  le d  to  th e  data  ex p o su r e s . It 
se e m s  a ju s t  c a u se  th en , that p o lic y  
m a k ers in  th e  U S  are p ro p o s in g  a raft 
o f  n e w  le g is la t io n  to  d ea l w ith  data  
secu r ity  is s u e s .3,4
N o tw ith sta n d in g  a n y  p e n d in g  
le g is la t io n , th e  e x is t in g  reg u la to ry  
r e g im e s  are n o  d o u b t a k e y  d riv er for  
data secu r ity  in it ia t iv e s ;  th is  is  a 
c o n c lu s io n  r e f le c te d  in  r e sp o n se s  to  
g lo b a l in fo rm a tio n  secu r ity  su rv e y s  b y  
co n su lta n ts' D e lo it te  and  E rnst &  
Y o u n g 5,6 and o th er  in d u stry  n e w s  
p o rta ls .7, 8 A  m u lti-n a tio n a l 
o rg a n isa tio n  w o u ld  n e e d  to  c o m p ly  
w ith  n u m ero u s la w s  th at e n c o m p a ss  
th e  n e e d  for c o n sid e r a tio n  o f  data- 
secu r ity  re q u irem en ts . T h e  c o m p le x ity  
(an d  c o s t )  o f  c o m p ly in g  a cro ss  a 
n u m b er o f  g e o g r a p h ie s  th en  in crea ses . 
T a b le  1 p r o v id e s  a sample se t o f  ru le s

and re g u la tio n s  ( le g is la t io n , d irectiv e  
or p o lic y )  that d r iv e  secu r ity  in it ia tiv es  
an d  a p p ly  in  th e  U S , E u rop e or the  
A s ia  P a c if ic  (A P A C ) re g io n . F o r  the  
sa m p le  lis te d , th e  fu n d am en ta l 
o b je c tiv e  o f  ea c h  is th e  p ro tectio n  
aga in st: ( i)  u n a u th o r ised  a c c e ss  to  data  
(e n c o m p a s s in g  b oth  in tern al and  
ex tern a l threats) and  ( i i)  u n au th o rised  
or a c c id en ta l m o d if ic a tio n  o f  data; the  
form er p ro te c ts  c o n fid e n tia lity  and  the  
later in teg r ity  in  in fo rm a tio n  sy s te m s. 
T h e c o n sid e r a tio n s  fo r  secu r ity  
en c o m p a ss  a  ra n g e  o f  op eration al, 
te c h n ic a l an d  p h y s ic a l co n tr o ls . F or  
ex a m p le:
•  T h e  G r a m m -L e a c h -B liie y  A c t  (G -L -  

B  A c t)  Safeguards Ride requires  
f in a n c ia l in s t itu t io n s  to  d o cu m en t, 
im p lem e n t and  m ain ta in  an 
in fo rm a tio n  secu r ity  program ;

•  T h e  E U  D a ta  P ro tec tio n  D ir e c t iv e  
and A u stra lia n  P r iv a c y  A c t  in c lu d e  
data secu r ity  co n sid e ra tio n s;

•  T h e Japan P erso n a l In form ation  
P ro tec tio n  A c t  (P IP A ) c a lls  for  
p ro tectio n  a g a in st  in form a tio n  
lea k a g e  and  lo ss ;  and

•  T h e  C a lifo rn ia  S B  1 38 6  en ta ils  the
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n ee d  to  p ro tect data  th rou gh  
en cry p tio n .

T h e G -L -B  A c t  Safeguards Rule 
p ro v id es  fin a n c ia l in s titu tio n s  w ith  
d ire c tio n  on  v a r io u s  fu n ctio n a l 
req u irem en ts  fo r  d e v e lo p in g  an  
in fo rm a tio n  secu r ity  p rogram . W h ilst  
not e x h a u s tiv e  in  its  c o v e r a g e  o f  
in fo rm a tio n  secu r ity  m a n a g em en t, th e  
ru lin g  e m p h a s is e s  k e y  co n tro l areas  
that are c o n s id e r e d  m o s t  re lev a n t to  
th e o p e ra tio n s  o f  fin a n c ia l 
o r g a n isa tio n s . It p r o m o te s  th e  u se  o f  a 
l i f e - c y c le  m e th o d o lo g y  fo r  m a n a g in g  
risk , in c lu d in g  an in itia l r isk  
a sse ssm e n t, p r io r itisa tio n  o f  r isk  b a sed  
on  r e le v a n c e  to  o p e r a tio n s , te s tin g  and  
m o n ito r in g  o f  co n tr o ls  and ev a lu a tio n  
o f  th e  secu r ity  program  b a sed  on  
c h a n g e s  to  o p e ra tio n s . T h ere  is  a 
stro n g  e m p h a sis  on  a s s e s s in g  co n tro ls  
risk  arou n d  e m p lo y e e  tra in in g , attack  
d e te c t io n  and  r e sp o n se , in fo rm a tio n  
p r o c e ss in g , s to ra g e  and  tra n sm issio n  
and th ird  party  s e r v ic e  p ro v id ers. O n  
th is la st p o in t in  p articu lar, the
g r o w in g  r e lia n c e  o f  fin a n c ia l  
o rg a n isa tio n s  o n  th ird  p arties is 
b rin g in g  th is  is su e  to  the to p  o f  m a n y  
risk  p r io r it isa tio n  p ro je cts . B y  
o u tso u rc in g  to  a th ird  p arty , th e  
fin a n c ia l s e r v ic e s  o r g a n isa tio n
r e m o v e s  th e  risk  o f  d a y -to -d a y  
m an a geria l r e sp o n s ib ility  but s till 
rem ain s a c c o u n ta b le  fo r  th e  b u sin ess  
a c tiv ity ; w h ils t  o u tso u r c in g  d o e s  n ot  
e lim in a te  risk , it c h a n g e s  th e
o rg a n isa tio n 's  r isk  p r o file .9 T o  m itig a te  
th is threat, th e  G -L -B  A c t  Safeguards 
Ride c a lls  for  fin a n c ia l se r v ic e s  
o rg a n isa tio n s  to  im p lem e n t
ap p ropriate le g a l co n tra cts  w ith  third  
p arties fo r  data  p ro te c tio n .
T h e G -L -B  A c t Safeguards Rule 
p ro v id es  th e  fo u n d a tio n s  for  th e  
crea tio n  o f  a fra m e w o rk  ap p roach  to  
in fo rm a tio n  secu r ity . L o o k in g  at T a b le  
1 further ( s e e  b e lo w ) , ad d ition a l 
secu r ity -re la ted  p r o v is io n s  (o r  
implications fo r security) to  ad d ress  
threats to  in fo rm a tio n  a sse ts  can  a lso  
b e  c o m p ile d  an d  a d d e d  to  th is  
fram ew ork . F or ex a m p le :
•  C a lifo rn ia 's  S B  1 3 8 6  le g is la te s  

aga in st th e  u n a u th o rised  a c c e s s  to  
u n en cry p ted  data . L o s t  or s to len  
m o b ile  d e v ic e s  (e .g .  la p to p s  or h a n d ­
h e ld  d e v ic e s )  ca n  co n ta in  
co n fid en tia l in fo rm a tio n ; en cry p tin g  
data o n  la p to p s  u s in g  c o m m e r c ia lly  
a v a ila b le  so ftw a r e  to  p rev en t

u n au th o rised  a c c e ss  to  data, w o u ld  
seem  to  sa t is fy  S B  1 3 8 6 . O f  co u rse , 
th is is  m er e ly  a ta ctica l ap p roach  and  
is  o n ly  o n e  ad d ition a l co m p o n e n t in 
the secu r ity  program .

•  Japan's P IP A  s p e c if ic a lly  c a lls  for  
p ro te c tin g  a g a in st in fo rm a tio n  
lea k a g e  an d  th e  E U  D ir e c t iv e  ask s  
m em b er  sta te s  to  le g is la te  ag a in st  
the p r o c e ss in g  o f  data  id en tify in g , 
for e x a m p le , race, e th n ic  o r ig in  or 
r e lig io u s  b e lie fs . T h e  form er im p lie s  
that o r g a n isa tio n s  n e e d  to  in sta ll 
virtual c h e c k -p o in ts  th ro u g h o u t th e  
o r g a n isa tio n  to  m in im is e  th e risk  o f  
ex o d u s  o f  c o n fid e n tia l in fo rm a tio n  
(e .g . lo s s  th rou gh  e m a il, U S B  
d e v ic e s , C D  or o th er  r e m o v a b le  
m ed ia ) an d  th e  later, a  v a lid ity  ch e c k  
o f  in fo rm a tio n  about to  b e  p r o c e sse d  
(that is , w h at's to  sa y  in fo rm a tio n  to  
b e  p r o c e sse d  has n o t b e e n  c le a n se d  
ap p rop ria te ly? ). T h e  a b ility  to  
p ro v id e  co n ten t f ilte r in g  (in c lu d in g  
le x ic a l a n a ly s is )  a c ro ss  v a r io u s  
ex it/en try  ch a n n e ls , th en  b e c o m e s  a  
k e y  c o m p o n e n t in  th e  m a n a g em en t  
o f  in fo rm a tio n  f lo w  in to  and ou t o f  
th e  org a n isa tio n .

•  A u stra lia 's P r iv a c y  A c t  and  th e  E U  
D ir e c tiv e , m ak e co n sid e ra tio n  for  
T ran sb ord er data f lo w s . T h e fo c u s  is  
on  en su r in g  that p r iv a cy  p ro tectio n  
is  m a in ta in ed  w h e n  p erso n a l 
in fo rm a tio n  is  sen t cro ss-b o rd er  and  
that th e  re c ip ien t a lso  h as a d eq u ate  
p r o v is io n s  for in fo rm a tio n  secu r ity . 
A s s u m in g  both  sen d e r  and rec ip ien t  
h a v e  ap p ropriate co n tr o ls  in  p la c e , 
th en  th e  in tr in sic  re sid u a l r isk  is  th e  
trust p la c e d  in  th e  m eth o d  u se d  to  
sen d  th e d ata  to  th e  re c ip ien t (that is, 
to  en su re  that the c o n fid e n tia lity  and  
in teg r ity  o f  th e data is m a in ta in ed  
du rin g  transfer). W h eth er  th is  
m eth o d  is th e Internet or a p riv ate  
n etw o rk  (or  ev en  co u r ier ), th en  the  
lev e l o f  co n tro ls  u se d  m u st b e  
a d eq u ate  to  retain  th e le v e l o f  
c o n fid e n tia lity  a s s ig n e d  to  th e data  
b y  th e  sender. C ryp tograp h ic  
m e c h a n ism s  are u sed  to  secu r e  data  
d uring transfer. I f  sen d e r  v a lid ity  is  
a lso  req u ired , then n o n -rep u d ia tio n  
m e c h a n ism s  are a lso  required  (e .g .  
d ig ita l ce r tific a te s ).

B y  u s in g  th e  p resen tin g  reg u la to ry
re g im e  a s  a driver fo r  b u ild in g  a
secu r ity  fram ew ork , o r g a n isa tio n s  can
id en tify  s o m e  o f  th e k e y  req u irem en ts
for m a n a g in g  and p ro te c tin g  cu sto m er

in fo rm a tio n  a sse ts  and d eterm in e the  
ap p rop ria ten ess  o f  ea ch  to  their  
o p era tio n s . C o m b in in g  th e  v a r io u s  
le g is la t iv e  and p o lic y  co m p o n en ts  
d escr ib ed  a b o v e , a s im p le  fu n ction a l 
m o d e l fo r  a secu r ity  fra m ew o rk  is  
p o s s ib le  to  d e f in e , th e  e le m e n ts  o f  
w h ich  are:
•  T h e  r isk  a s se ssm e n t l i f e -c y c le  

(sh o w n  in D ia g ra m  1). It is  
im p era tiv e  that an o rg a n isa tio n  first 
id e n tify  th e  in fo rm a tio n  a sse ts  it 
n e e d s  to  p ro tect. A  th reat-risk  
a sse ssm e n t th en  lo o k s  at th e  
lik e lih o o d  and im p a ct o f  a threat and  
p r o v id e s  a starting p o in t for  
p rio r it is in g  th e  risk  to  in form a tio n  
a sse ts . T h e  agreed  so lu tio n  to  
m itig a te  risk  w il l  a lw a y s  b e  a trad e­
o f f  b e tw e e n  th e  c o st  o u tla y  and th e  
resid u a l risk  an  o r g a n isa tio n  is  
w il l in g  to  to lera te . T o  d eterm in e the  
o n -g o in g  e f fe c t iv e n e s s  o f  th e  
s o lu tio n , regu lar  te s tin g  (p o s s ib ly  b y  
an in d ep en d en t p arty) and  
m o n ito r in g  is  required . O n ly  th rou gh  
te s tin g  a n d  m o n ito r in g  ca n  an  
o rg a n isa tio n  d eterm in e  i f  it is  
m a in ta in in g  its r isk  to lera n ce  to  
ap p rop ria te  le v e ls .

•  T h e  k e y  in form a tio n  secu r ity  
o b je c t iv e s  - c o n fid e n tia lity  and  
in teg r ity . T h e  trust p la c ed  in  an 
o rg a n isa tio n  to  m ain ta in  the  
c o n fid e n tia lity  and in teg r ity  o f  
c u sto m e r  in fo rm a tio n  is  fu n d am en ta l 
to  th e  re la tio n sh ip . T h e risk  to  
rep u tation  in th e  e v e n t o f  a data  
b reach , is  a lso  k e y  to  d riv in g  
secu r ity  in it ia tiv es .

•  V a r io u s  o p era tio n a l, te c h n ic a l and  
p h y s ic a l co n tr o ls  (w h ic h  su pport th e  
secu r ity  o b je c tiv e s ) . T h e ex te n t o f  
co n tr o ls  u se d  to  red u ce  risk  sh o u ld  
b e  co m m e n su ra te  w ith  th e le v e l  o f  
risk  to ler a n ce  id e n tif ie d  in  th e  risk  
a sse ssm e n t.

T h e  secu r ity  m o d e l is  s h o w n  in 
D ia g ra m  2  b e lo w . T h e  d iagram  lis ts  
ty p ica l fu n c tio n a l (an d  ta ctica l)  
c o n sid e r a tio n s  w ith in  an in form ation  
se c u r ity  p rogram . W h ilst  th is  
fra m ew o rk  is  b u ilt up on  a sa m p le  
r e g im e  h e a v ily  fo c u se d  on  fin a n c ia l 
in s titu tio n s , th e  fu n d am en ta l 
o b je c tiv e s  for  p ro te c tin g  in form a tio n  
are th e  sa m e  regard less  o f  in dustry. 
T h e m o d e l id e n tif ie s  th e  n e e d  for a 
m ix  o f  p o lic y , p r o c e ss in g  ru les, 
d ete c t io n  &  re sp o n se  m ec h a n ism s,
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en cry p tio n , e m p lo y e e  tra in in g  and  
leg a l co n tracts to  m a k e  secu r ity  w ork . 
T h e co n tro l p aram eters in  D ia g ra m  2  
am ou n t to  a la y ered  ap p roach  to 
secu r ity . O n e  ca n n o t re ly  o n  data  
en cry p tio n  or a c c e s s  co n tro l sy s te m s  
a lo n e  to  a c h ie v e  secu r ity . E ach  
co m p o n en t, w h eth er  te c h n ic a l or 
p h y s ic a l a lso  req u ires th e  ap p ropriate  
o p eration a l p o l ic y  an d  p ro ced u re  to  
sup p ort it. T a k en  further, in teg ra tin g  
th e  c o m p o n e n ts  in to  a  c o h e s iv e  
fra m ew o rk  th at su p p orts th e  b u s in e ss  
o b je c tiv e s , req u ires a d d itio n a l 
o v e r s ig h t  and  m a n a g em en t. E ffe c t iv e  
secu r ity  is  p o s s ib le  w h e n  a ll th e  
op era tio n a l, tech n ica l an d  p h y s ic a l  
co n tr o ls  are a b le  to  c o n s is te n t ly  
m ain ta in  th e  req u ired  risk  p ro file  
a cro ss  th e  o rg a n isa tio n .
N o tw ith sta n d in g , th e  s c o p e  o f  su c h  a  
m o d e l d o e s  n o t c o v e r  a ll a sp e c ts  o f

secu r ity . D e v e lo p in g  a  c o m p r e h e n s iv e  
ap p roach  to  in fo rm a tio n  secu r ity  is  
en h a n ce d  th ro u g h  stan d ard s su ch  as  
1SO /1E C  1 7 7 9 9 , a  c o d e  o f  p ra ctice  for  
in fo rm a tio n  se c u r ity  m a n a g em en t. It 
d e f in e s  a m en u  o f  co n tr o ls  for  
in fo rm a tio n  s y s te m s  a c ro ss  areas  
in c lu d in g  se c u r ity  p o lic y , a sse t  
c la ss if ic a t io n , s y s te m  p la n n in g  and  
b u s in e s s  c o n tin u ity  an d  ca n  b e  u s e d  to  
a u g m en t th e  g a p s  in  an  e x is t in g  
in fo rm a tio n  se c u r ity  p rogram . 
F urth erm ore, w h ils t  v a r io u s  secu r ity  
im p lic a tio n s  o f  p r iv a cy  le g is la t io n  are  
h ig h lig h te d , th e  p r iv a c y  program  it s e l f  
and o th er  r e g u la tio n s , p ro v id e  
a d d itio n a l c o m p o n e n ts  to  b u ild in g  a 
fra m e w o rk  fo r  m a n a g in g  and  
p r o te c t in g  c u s to m e r  data. T h e se  la w s  
in c lu d e  n o tio n s  o f  p r o v id in g  ad eq u ate  
n o t ic e  at t im e  o f  c o lle c t io n , p r in c ip le s  
o f  app rop ria te  d is c lo s u r e  an d  data  
reten tion .

O rg a n isa tio n s  w il l  n ee d  to  ta ck le  the  
c h a lle n g e  o f  im p le m e n tin g  su ch  
fra m ew o rk s for  p ro tectin g  data w ith  
lim ited  reso u rce s  and  b u d g et in  the  
fa ce  o f  in cr ea s in g  reg u la tio n s  
p erta in in g  to  data s e c u r ity .10
O rg a n isa tio n s  th u s  n e e d  to  p r io r itise  
risk  b y  d e ter m in in g  re le v a n c e  to  
o p era tio n s an d  strike a b a la n ce
b e tw een  th e  c o s t , r isk  and  th e  data
b e in g  p ro tected . O v e ra ll, a  rob u st and  
w e ll  g o v e r n e d  secu r ity  program  
en ta ils  a  m ix  o f  th e  righ t p e o p le ,  
p r o c e sse s  and  t e c h n o lo g y  to  a c h ie v e  
th e  o r g a n isa tio n 's  o b je c tiv e s  for  
p ro te c tin g  in fo rm a tio n  a sse ts  th ey  
o w n . B y  ta k in g  a p ro a c tiv e  approach  
to  m a n a g in g  in fo rm a tio n  secu r ity  and  
p ro te c tin g  c u sto m er  data,
o r g a n isa tio n s  c a n  d em o n stra te  th eir  
m atu rity  in  th is  c o m p le x  area and  
red u ce  th e risk  o f  b e in g  tom orrow 's  
h ea d lin es .

Table 1 Sample Regulatory Environment (Legislation, Directive, and Policy)

Country Legislation or Policy Example Security Requirement

United States Gram m -Leach-Bliley Act Safeguards 
Rule

Requires “financial institutions to have a security plan to protect the 
confidentiality and integrity o f  personal consum er information.”"

California Senate B ill 1386 Requires disclosure when “any breach o f  the security o f  the data.. .to any 
resident o f  California w hose unencrypted personal information 
w as...acquired  by an unauthorized person.”12

Europe
(European
Com m ission)

E U  Data Protection Directive 
(DIRECTIVE 95/46/E C OF THE  
EURO PEAN PARLIAM ENT A N D  OF 
THE CO UNCIL)

“M ember States shall provide...appropriate technical and organizational 
m easures to protect personal data against accidental or unlawful destruction 
or accidental loss, alteration, unauthorized disclosure or a c c e ss ...” 13

Australia Privacy A ct 1988 (Cth) and 
Privacy Am endm ent (Private Sector) 
A ct 2000  (Cth)

Principle #4 (Private Sector)- Data security
“A n organisation must take reasonable steps to protect the personal 
information it holds from m isuse and loss and from unauthorised access, 
m odification or disclosure.”14

Australian Securities & Investments 
Com m ission:
Policy Statement 164 Licensing: 
Organisation capacities

IPS 164.126]- (For holders of Australian financial services licence): “To
ensure licensees continue to meet their licensee obligations, w e expect 
licensees using IT system s to regularly review: (a) their IT system  
secu r ity ...”15

Japan Personal Information Protection Act Article 20 (Security Control Measures)
“An entity handling personal information must take necessary and proper 
m easures for the prevention o f  leakage, loss, or damage, and for other control 
o f  security o f  the personal data.”16

Singapore S in g a p o re  B a n k in g  A ct Section 47 (Banking Secrecy)
“C u sto m er  in fo rm a tio n  sh a ll not, in  an y  w a y , b e  d is c lo s e d  b y  a bank  
in  S in g a p o r e  or an y  o f  its o ff ic e r s  to  a n y  o th er  p erso n  e x c e p t  as 
e x p r e s s ly  p ro v id ed  in  th is  A c t .” 17
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Security Objectives:

Contra! Areas:

Control Parameters:

Confidentiality
(i.e. protection against unauthorised access)

integrity
(i e. protection against unauthorised modification)

Operational Technical j Physical

>  Information Security Program Coordinator
>  Information Processing Rules
>  Access Control (e.g. user authentication and authorisation)
>  Modification Detection (e g. logging of all data changes)
>  Data Encryption (i.e. cryptographic techniques)
>  Information Leakage Detection
>  Legal Contract with Third Party Service Providers
>  Employee Training & Management
>  Transborder Data Flow Policy
>  Attack Detection, Prevention & Response (e.g. virus or worm)
>  System Failure Detection, Prevention & Response (e.g. server failure)
> Physical Asset Disposal Policy
>  Physical Asset Loss Prevention
>  IT Security in Processing, Storage & Transmission of Data
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