
“Agency Security - A Police 
Perspective”

On 12 December 1990 Deputy Commis
sioner John Johnson addressed the annual 
conference of Agency Security Advisers 

and outlined the aims of the Internal Secu
rity and Audit Division (ISAD)

B
1 IE Australian Federal 
Police as a Common
wealth Government 
Agency is required to main

tain a strict regime of security 
over matters of national secu
rity, the national interest and 
the private affairs of indi
viduals and organisations.

To give effect to this responsibil
ity, the AFP has evolved an 
organisational strategy based on 
the Internal Security and Audit Di
vision (ISAD). The concept of the 
Division is unique in policing in 
Australia and perhaps elsewhere, 
arousing considerable interest in 
Australian Law Enforcement.

ISAD, which was formed by the 
decision of the Commissioner on 12 
April 1990, brought together two 
existing functions - Internal Secu
rity and Command Inspection and 
Internal Audit - and incorporated 
additionally two new functions, 
namely security intelligence and the 
investigation of serious corruption. 
The Division is headed by an Senior 
ExecutiveService level officer hold
ing the rank of Commander who is 
responsible directly to me. In 
forming the Division our intention 
was to put in place a credible inte
grated internal security structure, 
signalling to the Government, the 
public and membership of the AFP 
that the administration places the 
highest premium on operational 
and administrative security.

The aim of ISAD is essentially 
threefold:

(1) To maintain the culture and 
ethosof personal and organisational 
integrity;

(2) To establish and maintain 
preventative policies, practices and 
procedures which eliminate or re
duce the opportunities for corrup
tion or serious breaches of security 
to take hold and to possess a 
proactive capacity to investigate 
significant internal corruption, in
cluding and link between corrupt 
conduct and organised crime.

As we all know, most govern
ment departments are involved in

the information business, that is, 
the collection, processing and 
dissemination of information re
garding organisations and ordinary
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Australians. That information is a 
valuable commodity and is subject 
to trafficking for unlawful purposes 
by officers of our Departments. It is 
our responsibility, that is, yours and 
mine, to ensure that Departmental 
information is not leaked for mon
etary gain or any other purpose by 
departmental staff. We are there
fore required to have in place 
effective preventative measures. I 
believe the AFP has gone a long 
way towards achieving this objec
tive with the formation of ISAD.

As is the case with all Govern
ment Agencies in these difficult 
economic times, the AFP has had to 
effect its restructure within existing 
financial, staffing and logistical al
locations. What we havedoneapart 
from forming a small discrete group 
to tackle major corruption in a 
proactive way, is to rearrange exist

ing functions and lines of re
porting so as to gain the best 
possible advantage from 
them.

There is of course a direct 
relationship between the Se
curity, Audit and Investiga
tive functions. In ISAD they 

are drawn together to compliment 
one another in conformance with 
the AFP's Corporate Plan.

The thrust of the four specific 
functions are:

• INVESTIGATIONS - To iden
tify and eliminate corruption within 
all work levels and functions of the 
AFP;

• INSPECTION AND AUDIT - 
To provide timely and accurate 
advice to the Security and Audit 
Committee (SAC) by carrying out 
independent appraisals of the op
erational and administrative per
formance of all areas of the organi
sation;

• INTERNAL SECURITY - To 
achieve and maintain the highest 
standard of protective security by 
developing and implementing pro
tective security policies and proce
dures and by providing active and 
responsive security support to op
erations and administration;

• SECURITY INTELLIGENCE - 
To create, develop and maintain a 
system for obtaining analysing, ex
ploiting and reporting intelligence 
concerning the identity, capabilities, 
intentions and methods of organi
sations and individuals who pose 
or may pose a threat to the security 
of the AFP.

The work of the areas apart from 
the anti corruption element which 
reports directly through the 
Commander to me and the Com
missioner is focused through the 
Security and Audit Committee 
which comprises myself as Chair
man and my colleagues, the Deputy 
Commissioner (Operations) and the 
Associate Commissioner.

The role of SAC is to consider and 
approve recommendations for re
form flowing from the work of the 
Audit and Internal Security



Branches.
While resources are scarce we 

have, as I have already said, 
restructured rather than inflated 
resource levels. It has been a chal
lenge but it has been achieved by 
stages.

In the past when police adminis
trators thought of security their vi
sion was limited to physical secu
rity - locks and alarms. There was 
very little consideration given to 
the inner health of the organisation 
or the need to be introspective and 
consider the threat from within not 
merely from without.

The events of the last decade in 
Australia testify to the dire conse
quences when law enforcement 
agencies neglect self scrutiny and 
regulation.

The AFP philosophy is to meet 
the realities of our profession head 
on and treat the preservation of our 
integrity as the most valuable com
modity we have to offer as an or
ganisation.

The AFP internal security intelli
gence function is pitched to assess

ing our vulnerabilities, especially 
by penetration by criminal groups.

Many of the AFP successful op
erations have been complex and 
protracted, frequently spanning 
several Australian and overseas ju
risdictions. The security of such 
operations presents significant dif
ficulties. It is frequently necessary 
for significant numbers of people 
within and outside the AFP to know 
the details.

The AFP is developing policies 
and procedures to ensure that the 
security of police operations is 
treated with as much importance as 
the primary objective of the opera
tion itself.

Shortly, our detection, intelligence 
and management training 
curriculae will include a segment 
on what might be termed 'security 
framework' for operations and 
aligned activities. The 'framework' 
will, inter alia, include the theory 
and principles of security, the need 
to know, and preventative counter
measures against penetration by 
both inside and outside influences.

The education process in this re
gard will not be easy. Traditionally, 
police are taught to disclose openly 
their knowledge of information, 
particularly in the form of evidence 
to the courts, whereas those with a 
security background are taught to 
be more circumspect, to 
compartmentalise information, to 
tell only those who need to know no 
more than they have a right to know. 
We have to take care that the right 
balance is struck. We have a duty to 
disclose on the one hand and a re
sponsibility for security on the other.

Meanwhile, the AFP, as with all 
other agencies, has to cut its cloth 
according to its purse in conform
ing with the Government guidelines 
on security. It will take time to put 
all the necessary policies and proce
dures in place and I have no doubt 
that the AFP's security adviser and 
his colleagues will be looking for 
assistance from agency security ad
visers throughout the Common
wealth system to fulfil their impor
tant function. •

INTERNATIONAL POLICE MEDICAL CONFERENCE

B
HE AFP was well repre

sented at the recent World 
Police Medical Officers' In
ternational Conference in Auckland, 

New Zealand, by Assistant Secre
tary Dr Louis Pilotto; Police Medi
cal Officer, Dr Marcus Navin and 
Chief Police Psychologist Len 
Backhouse.

Delegates from 17 countries in
cluding Australia, New Zealand, 
United Kingdom, USA, Austria, 
Canada, Denmark, Plong Kong, Ja
pan, Italy, Sri Lanka, Tanzania, 
Zambia and Iraq were involved in 
the five-day conference which is 
held every two years to enable a 
sharing of police health experiences 
around the world.

Discussions included issues re
lated to sexual assault examinations, 
DNA profiling, personality profil
ing, police occupational health 
including lifestyle risk factor as
sessments and the development of 
integrated police health services, as 
well as legalisation of drugs and 
homicide investigation.

Len Backhouse said he found the 
move to occupational health at this 
conference instead of the old style 
of only forensic medicine very in
teresting.

Dr Pilotto agreed, "The attitude 
of police forces has changed to in
corporate police health. This was 
noticeable at this conference com
pared to the previous one. I was 
pleased with that; police health has 
for too long been a neglected issue.

"From my point of view it is im
portant that we integrate psycho
logical support into health services."

Dr Pilotto said there were several 
items of interest to him at the con
ference, but one which stood out 
involved the use of a hidden video 
camera to record a mother suffo
cating her child to the point of an 
epileptic seizure. The mother's first 
child had suffered epileptic seizures 
for some time. The specialists were 
not able to diagnose the cause of the 
epilepsy and the child subsequently 
died. When the second child de
veloped the same type of undiag
nosed seizures, suspicions were 
raised and the hidden cameras in
stalled. Fortunately, this second 
child survived.

"This video reinforced my aware
ness of the need to be vigilant," Dr 
Pilotto said. "It was only through 
hidden cameras that anyone picked 
this up."

Len Backhouse said the video of 
the child being suffocated was the

longest 42 seconds he had ever sat 
through.

The conference also featured dis
cussions on issues such as deaths in 
police stations, child sexual abuse, 
euthanasia, anabolic steroids and 
sexual homicides.

Doctor Pilotto said: "Consent to 
physical and or blood examinations 
of offenders or suspects posed a 
dilemma for doctors. At the con
ference it was generally agreed 
doctors should not perform any 
procedures unless written consent 
has been obtained."

"I expect the AFP to take a 
prominent role at future confer
ences. As it is, we are leaders in 
police occupational health medicine 
and we are setting up a number of 
research projects, forensic included, 
through which we will present a 
number of papers at the next con
ference."

The recognition of the AFP Health 
Service as a leader has been ac
knowledged in part by the election 
of Dr Pilotto as the Assistant Secre
tary of the International Association 
of Australasian and Pacific Area 
Police Medical Officers.

The next Australasian conference 
will be held in two year's time in 
Hong Kong.


