Search Engine Marketing —
Click or Trick?

Ken Shiu and Matt Vitins review some of the legal
issues associated with search marketing.

The Australian Competition and Consumer
Commission’s (ACCQ) recent action against
search engine giant Google Inc. and the
Trading Post for alleged breaches of section
52 and section 53 of the Trade Practices Act
1974 (Cth)(TPA) has fixed a spotlight on
new media’s answer to print classifieds and
directories — the search engine.

Throughout the evolution of the internet
over the last decade, brand owners have
embraced and at the same time been reti-
cent over the power and marketing reach of
new online media. The gradual migration of
advertising budgets into online media has
in recent times spawned an entire search
engine optimisation industry dedicated to
devising advertising strategies and cam-
paigns utilising search engines. In Australia,
the total annual advertising expenditure in
2007 on search and directories advertising
was estimated to be around $622m with
the year-on-year growth pattern for this
form of advertising over the last 5 years
consistently exceeding 50%." The Australian
industry statistics also confirm that search
and directories advertising spend comprises
a significant share of overall online advertis-
ing expenditure.?

Although much loved by internet users,
the commercial services provided by search
engines have raised a variety of legal issues
for brand managers, advertisers (and indeed,
regulators) to consider.

Keyword advertising — Trade
Practices Act issues?

The majority of popular commercial search
engines provide a facility for advertisers to
pay for search terms and incorporate links
to nominated sites within the search results
returned when users search for those spe-
cific keywords. Whilst intended to allow
advertisers to bid for popular search terms
to link search results to their websites, this
facility has not prevented online marketers
and advertisers from engaging in the prac-
tice of paying for keywords attributable to
their competitors’ products or services in the
hope of displaying links to their sites above
or alongside natural search results. Does
keyword advertising for paid placement in a
search engine lead to misleading and decep-
tive conduct in breach of Australian trade
practices laws?

In July 2007, the ACCC issued proceedings
against the Trading Post in relation to paid
search. The ACCC alleged that the Trading
Post purchased ‘Kloster Ford’ and ‘Charle-

stown Toyota’ as keyword triggers for the
publication of a Trading Post advertisement.?
The advertisements included the words
‘Kloster Ford" or ‘Charlestown Toyota’ as a
title line, however, when users clicked on the
ad it linked to the Trading Post’s website.
The ACCC argued this amounted to mislead-
ing and deceptive conduct and a representa-
tion that the Trading Post had a sponsorship,
approval or affiliation that it did not have, in
breach of sections 52 and 53(d) of the TPA
respectively.*

The ACCC further alleged that Google simi-
larly contravened section 52 of the TPA and
is seeking injunctions restraining Google
from publishing sponsored links where an
association, sponsorship or affiliation does
not exist and from publishing search results
that do not expressly distinguish paid key-
word advertisements from organic search
results.®

Although this is not the ACCC's first dealing
with complaints involving the Trading Post’s
use of Google Adwords®, it is its most asser-
tive action to date. No competition regula-
tor in any other jurisdiction has taken formal
action against a search engine on mis-
leading commercial conduct grounds and
adequate consumer disclosure. The US Fair
Trade Commission (FTC) in July 2002 consid-
ered the merits of the adequate disclosure of
paid search results by various popular search
engines of the time following a letter of com-
pliant by a US consumer advocacy group.
The FTC took no formal action other than to
issue a directions letter to various identified
search engine providers to provide ‘clear and
conspicuous’ labelling of paid placement
listings.” As a result of the FTC's letter, many
search engines changed the labelling of their
paid search results from descriptive headings
such as ‘featured listings’ and ‘products and
services’ to more meaningful labels such as
‘sponsored links” or ‘sponsored results’. In
addition, most current search engines also
adopt a consistent approach to the use of
shaded background (light blue or light yel-
low) for displaying paid search results in
both the right hand sidebar and any results
displayed above organic search results. Nota-
bly, the ACCC’s action contends that the use
of the shaded background by Google is only
apparent when viewing the screen at certain
angles. The FTC in its explanatory statement
also recognised the nascent stage and diver-
sity of online business models underpinning
search engines and the consequential need
to take a light touch approach. Since that
time, as the advertising industry will readily
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acknowledge, the paid keyword search busi-
ness model has well and truly been estab-
lished.

The Federal Court’'s determination of the
larger issue of whether Google’s (or any
other search engine’s) display of sponsored
links in these situations fails to adequately
distinguish organic search results from paid
search results in violation of trade practices
law will depend to some extent on the behav-
ioural evidence of search engine users.

The TPA provides certain statutory defences
to section 52 and section 53 claims involv-
ing publication by information providers®
or publication of an advertisement in the
ordinary course of business.® These safe har-
bour defences are dependent on the extent
to which the defendant can satisfy certain
statutory definitions and overcome the
awareness tests applicable to these statutory
defence provisions. It will be interesting to
see if the Federal Court is required to con-
sider these TPA safe harbour defences and
its approach in the context of new media
enterprises.

Keyword advertising — trade
mark concerns?

Aside from competition law concerns, the
majority of legal attention surrounding key-
word advertising has been focused on the
question of potential trade mark infringe-
ment. In particular, whether it amounts to
trade mark infringement when a competitor
purchases another company’s trade mark
as a keyword. On one view, the practice
merely gives consumers more relevant and
informative search results.’® Alternatively, a
trade mark owner might reasonably main-
tain that competitors are achieving unfair
mileage from their brands and goodwill as
their marks are being used to direct traffic
to competitive advertisements. To constitute
infringement under Australian law, ‘use’ of a
trade mark in relation to the same or similar
goods or services to those in which the trade
mark is registered must be established.” It
is unclear whether an advertiser purchasing
a keyword is ‘using’ that keyword as a trade
mark.

Due to the jurisdictional nuances of national
trade mark law, much of the publicised liti-
gation in this area has to date been largely
confined to US and French courts with
Google as the predominant defendant.
However despite available authorities on
point, ambiguity persists as different courts
have expressed divergent opinions.

Government Employees Insurance Company
v Google, Inc.'? (GEICO) is a notable early
decision from a US District Court in Virginia.
In this case the GEICO insurance company
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argued that the use of their trade mark as
a search term led to related sponsored links
appearing in a manner that was likely to
confuse consumers as to the source, affili-
ation or sponsorship of those links.”® In a
bench trial over Google’s motion to dismiss
proceedings, Judge Brinkema from the US
District Court for the Eastern District of Vir-
ginia commented: ‘as a matter of law it is
not trademark infringement to use trade-
marks as keywords to trigger advertising.’*
However, the case proceeded on the more
limited question of whether use of the mark
‘GEICO’ in the heading or text of rival adver-
tisements would infringe.” The case was
settled before this issue was decided.® Judge
Brinkema further held the insurance com-
pany had not produced sufficient evidence
to prove that mere use of their trade marks
as keyword or search terms would cause a
‘likelihood of confusion” — the plaintiff had
therefore failed to establish sufficient evi-
dence of infringement under the relevant
legislation.”” Subsequent commentary has
noted that, although interesting, GEICO was
therefore quite fact specific and of ‘little pre-
dictive value’."®

In Rescuecom v Google, Inc." (Rescuecom)
the Plaintiff took the argument a step further
by claiming that Google’s ‘Keyword Sugges-
tion Tool had recommended to competitors
that they purchase ‘Rescuecom’ as a key-
word which would drive traffic.? Here, the
US District Court (Northern District of New
York) granted Google’s motion to dismiss on
the basis that the:

Defendant’s internal use of the plain-
tiff’s trademark to trigger sponsored
links is not a use of a trademark within
the meaning of [the Act] either,
because there is no allegation that
defendant places plaintiff’s trademark
on any goods, containers, displays, or
advertisements, or that its internal use
is visible to the public.?’

Most recently, a more sizeable plaintiff,
American Airlines, has taken action against
Google on the same argument that the sale
of its trade marks as keywords constitutes
trade mark infringement. Following Rescue-
com, Google moved to dismiss on the basis
that the sale of a keyword did not consti-
tute ‘use’ for the purposes of US trade mark
legislation.?? In October last year, however,
Judge McBryde declined to dismiss proceed-
ings and offered little by way of explana-
tion.2? The American Airlines proceedings
remain on foot.

Turning to Britain, in Reed Executive v Reed
Business Information (Reed Executive)
the defendant company used ‘Reed’ as a
Yahoo keyword that would trigger a result
for it's website "totaljobs.com’. The Court of
Appeal’s decision in Reed Executive indicates
that British courts may give more credit to
internet users than plaintiffs asserting trade
mark infringement in keyword cases. Jacob
U commented:

The web-using member of the public
knows that all sorts of banners appear
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when he or she does a search and they
are or may be triggered by something
in the search. He or she also knows that
searches produce fuzzy results — results
with much rubbish thrown in. The idea
that a search under the name Reed
would make anyone think there was a
trade connection between a totaljobs
banner making no reference to the
word ‘Reed” and Reed Employment is
fanciful >

Reed Executive also offers a perspective
on the question of use. In Reed Executive,
the defendant company incorporated the
plaintiff's trade mark in their website as a
‘metatag’ — invisible information embedded
in a web page that assists search engines
when compiling organic search results. The
Court of Appeal suggested that ‘It may be
that an invisible use of this sort is not use at
all for the purposes of this trade mark legis-
lation.?> By analogy, purchasing a keyword
to trigger an advertisement could also be
considered an ‘invisible” use.

French courts have taken a position that con-
trasts sharply with any identifiable trend in
the US or UK. In 2003 Louis Vuitton brought
an action against Google for trade mark
counterfeiting, unfair competition and mis-
leading advertising.?® The basis of the action
was that Google had sold Louis Vuitton trade
marks as keywords, and that the sponsored
links (in some cases) promoted counterfeit
LV products. Louis Vuitton succeeded both
at first instance and on appeal.?” Google has
played down the significance of the deci-
sion, however, releasing a statement assert-
ing proceedings were commenced prior to
the implementation of Google’s trade mark
policy and the issues raised in the litigation
had been dealt with.?®

It is premature to draw any kind of conclu-
sions from available international case law.
The balance of authority indicates, however,
that ‘invisible’ use of a trade mark should
not amount to infringement — but that a
line is crossed where the trade mark actu-
ally appears in the sponsored link. Assuming
that trade mark rights have been infringed,
a further question arises as to whether the
breach is the responsibility of the advertiser
paying for the keyword, the search engine
selling the keyword or both, and in what cir-
cumstances.

Click fraud

The term ‘click fraud’ is an industry reference
to deliberate human or machine automated
clicks on paid banners and hyperlinks, with
no legitimate intention of purchasing or
interest in the subject of the hyperlink, result-
ing in the artificial increase of the advertising
cost to the advertiser. Disgruntled advertisers
have claimed competitors have deliberately
used click fraud tactics to deplete their online
marketing campaign budgets or click fraud
being used by publishers to inflate their rev-
enue and ad rates. The existence of offshore
‘click farms’ set up with manual operators to
click online ads have been reported.?® Click
fraud is not unique to search engines and
applies to any form of pay per click advertis-

ing, however most of the recent high profile
legal claims in this area have been directed
at search engines in the US.3°

Unlike the independent audit bodies which
existin the print industry, there is no accepted
independent auditor who is readily able to
verify click fraud or the level of click fraud
rates. An accepted definition of click fraud
is itself subject to a lack of industry consen-
sus.?! The pay per click advertising model by
its nature is difficult to reconcile against a
measurable outcome (e.g. an actual pur-
chase) unlike credit card chargeback or print
audit circulation verification in the offline
world.

The ideal online advertising model is per-
haps based on “pay per action’ (PPA) where
advertisement costs are linked to objective
actions or outcomes (e.g. customer enquiry,
member registration or purchase). Until PPA
models are successfully implemented and
adopted, online advertisers using traditional
pay per click models, will need to understand
that they assume a certain level of risk for
click fraud and need to assess their return on
their online advertising spend on that basis.

Search ranking

All current search engines have their origins
in ‘organic search’ — put simply, the use of
either automated software search algorithms
or manual/selective human ranking to rank
the order of relevant web sites based on a
proprietary relevance. There have been sev-
eral well documented attempts by hackers in
the past to artificially trick search engines to
elevate website relevancy in search results.??

This raises the interesting dilemma of the
converse issue — the decreased ranking
of websites or exclusion of websites from
search results altogether (and the revenue
impact to website publishers). In 2002, the
US Western District Court of Okalahoma dis-
missed an action by SearchKing Inc claiming
that Google had decreased and removed its
pagerank on Google search.® In 2006, US
District Court dismissed a similar action by
KinderStart.com against Google on various
grounds including violation of free speech,
anti-trust law and defamation.>*

Conclusion

The progress of the ACCC's action against
Trading Post and Google Inc will be keenly
watched by all observers in the new media
and advertising industries. Irrespective of
the outcome, it will be interesting to see
whether search engines implement any
visual or user notification changes to the
screen layout or formatting of their search
result pages. Google's search result layout
and paid advertising link labelling is consis-
tent with an almost universal template used
by all commercial search engines. Whether
the outcome will influence the design of
emerging mobile search services which in
some cases are constrained by the reduced
screen real estate of mobile consumer
devices remains to be seen.

Underlying the legal debate is the common
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policy thread which emerges across the
large majority of infringement actions in the
online industry — to what extent is the online
service provider (whether ISP, search engine,
social network, peer to peer network) liable
for or contributory to the infringement? In
the copyright sphere, courts and legisla-
tors have recognised the degree that service
providers implement technology screening
measures or engage in active manual polic-
ing act as relevant factors for consideration
of relief from liability. It will be interesting to
see whether self policing factors will come
into play or be considered by the Federal
Court in the ACCC proceedings.

Whatever the decision of the Australian
courts, search engines will continue to play a
vital role in the internet ecosystem and their
role as a router for consumer internet traf-
fic will no doubt evolve further. Where con-
sumers go, advertisers will always follow. For
advertisers, brand owners, content provid-
ers (and their marketing agencies) it would
be prudent to avoid purchasing keywords
which are trade marks of their competitors
as part of any online campaign, and to con-
duct routine monitoring and registering their
own trade marks on leading search engines
as part of an integrated intellectual prop-
erty portfolio management policy alongside
similar practices for managing domain name
registration.

Ken Shiu is a Senior Associate and
Matt Vitins a Lawyer at Allens Arthur
Robinson in Sydney.
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Risk Issues for Web 2.0 -
To Block or Not to Block Facebook

Nick Abrahams and Robert Rudolf

look at how

organisations might respond to Web 2.0 in the work

place.

With the enormous surge in popularity of
social networking programs such as Face-
book and MySpace, employers are nervously
looking at the ramifications the use of such
applications at work can have on company
productivity and exposure to vicarious lia-
bility for an employee’s actions. Given the
interactive nature and the ever expanding
development and reach of Web 2.0 applica-
tions, companies must now consider how to
best address such concerns, hopefully with-
out upsetting employees in the process.

What is Web 2.0?

Web 2.0 is the general term used to describe
‘second generation web-based communi-
ties and hosted services such as social-net-
working sites, wikis, and blogs, which aim to
facilitate creativity, collaboration, and shar-
ing among users’.

This includes applications where the content
is generated by the user such as MySpace,
YouTube, Facebook and virtual worlds like
Second Life.

MySpace is reported to be the most popu-
lar Web 2.0 application, with 100 million
users worldwide, followed by Facebook with
60 million.? The recent uptake of Web 2.0
applications in Australia has been nothing
short of phenomenal. Neilson Online statis-
tics show that one third of all profiles cre-
ated by Australians on social networking
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sites occurred in the past three months with
close to two thirds created in the past year.?

Why all the fuss?

Web-based social networking applications
allow users to create personal profiles, online
identities and interact with friends, col-
leagues and other users all over the world.
The reach of these applications is great,
unlike the time taken to reach an audience.
The now infamous Leave Britney Alone
YouTube clip created by internet ‘personal-
ity’ Chris Crocker was viewed over 4 million
times in the first two days after being posted
by its creator.* The video has been viewed
nearly 17 million times since being uploaded
in September 2007, and has attracted over
240,000 user comments.®

Web 2.0 applications not only have a per-
sonal appeal. Many companies, such as Intel
and IBM have cottoned on to the power of
Web 2.0 applications and have established
presences in the virtual world of Second
Life to conduct cost effective meetings with
employees in different countries and to dem-
onstrate products to customers.® Telstra’s
Bigpond is in fact the largest global brand
in Second Life

Why the cause for concern?

There are legal risk issues for an organisa-
tion allowing the use of Web 2.0 applica-
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tions in the workplace. Key areas of concern
include:

Copyright: under Australian copyright law,
an organisation may be liable for copyright
infringement by directly infringing a copy-
right owner’s rights, or by authorising the
infringing acts of an internet user’s activi-
ties.® If a Court determines that an organisa-
tion had the power to prevent the infringing
activities of its employees and failed to take
reasonable steps to avoid such infringement,
the organisation may be considered liable.

Defamation: an organisation may decide
to monitor the activities of its employees’
use of Web 2.0 applications. An employer
may be liable for the defamatory content of
an employee’s work related Web 2.0 appli-
cations if it becomes aware of defamatory
content and fails to take measures to take
down the content or address the issues. Fur-
thermore, if an organisation is seen as the
‘publisher’ of defamatory material, it will
generally be held liable for such defamatory
content.

Privacy: a user’'s personal pages of their
MySpace or Facebook sites should be
treated carefully by employers. An organisa-
tion should never use Web 2.0 applications
such as Facebook or MySpace to ‘screen’
potential employees by reference to their
personal sites. Such pre-employment check-
ing may open the company up to the risk
of being sued for breach of privacy or dis-
crimination. It should also be noted that the
use of Facebook by an organisation for this
purpose is a breach of Facebook'’s terms and
conditions which allow only personal, non-
commercial use. Termination of employment
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