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In this article, I consider some practical 
issues raised by the Surveillance 
Devices Act 1999 (the Act)1, which 
was the subject of a detailed article 
appearing in the last edition the Young 
Lawyers’ Journal.1 (Where possible, I 
have tried to avoid duplication.)

background
The Act:
• repeals the Listening Devices Act 

1969 (the former Act), which 
applied to the recording and 
publication of private 
conversations by use of a 
listening device in Victoria;

• has been introduced to correct 
the perceived anomaly that 
private conversations may not be 
recorded and communicated, but 
private activities captured using 
optical surveillance may be;

• broadens the scope covered by 
the former Act by also 
encompassing optical surveillance 
devices, which record visually or 
observe a private activity to 
which the person using the 
device is not a party; and

• is intended to cover video 
(optical) surveillance that had 
escaped the former legislative 
scheme.

purposes of the act
Section 1 of the Act sets out its 
purposes, which are to:

• regulate the installation, use and 
maintenance of both audio and 
optical surveillance devices;

• restrict communication and 
publication of records of private 
conversations and activities

obtained from surveillance 
devices;

• establish procedures for law 
enforcement agencies to obtain 
warrants for the use of such 
devices and the creation of 
offences for the improper use of 
such devices; and

• create offences relating to 
improper installation or use of 
surveillance devices.

private conversations and 
activities
Section 3(1) of the Act contains the 
definitions. Some of the definitions are 
important in terms of understanding 
the operation of the Act.

Two of the most important definitions 
are “private conversation” and “private 
activity”, to which the restrictions of 
the Act apply.

“ Private conversation” means a 
conversation carried on in 
circumstances that may reasonably be 
taken to indicate that the parties to it 
desire it to be heard only by 
themselves.

“Private activity" means an activity 
carried on in circumstances that may 
reasonably be taken to indicate that 
the parties to it desire it to be 
observed only by themselves.

The Act does not apply to:

(a) activities that are carried on 
outside a building (so, for 
example, cars, courtyards, 
verandahs and perimeter external 
areas may be surveilled); or

(b) activities or conversations that are 
carried on in any circumstances in

which the parties to it ought 
reasonably to expect that it may 
be either overheard or observed 
by someone else (for example in 
banks, casinos and service 
stations).

It is a private activity if the activity is 
carried on in circumstances that 
indicate that the parties to it would not 
reasonably expect to be observed. This 
is determined by reference to an 
objective test.

Whilst the circumstances will vary in 
each case, matters to be taken into 
account in determining whether an 
activity was a private activity could 
include matters such as the following:

• the geographical area in which 
the activity takes place
If the area is one to which the 
public has access and is, in fact, 
using the area, then it would be 
reasonable to take the view that 
the parties did not desire it to be 
only observed by themselves.

• the nature of the activity
If the activity is by its nature of a 
private kind, such as attending to 
personal ablutions, undressing in 
a changing room or, indeed, 
planning a criminal enterprise.

• the presence of others who are 
not taking part in the activity
It would not be reasonable for it 
to be taken that the activity will 
only be observed by those 
participating in it if there are other 
people present who are not 
participating in the activity, such 
as staff and members of the 
public.

Other important definitions to consider 
are “device”, “listening device”,
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“optical surveillance device”,
“surveillance device” and “party".

signage
As noted above a private activity or 
conversation will not include any 
activity carried on in circumstances in 
which it would be reasonable to 
expect that someone else would 
observe it.

Accordingly, the existence of 
appropriate and prominent signs (e.g., 
“These premises may be subject to 
continuous surveillance”) would 
clearly be a factor to be taken into 
account in determining whether the 
activity is a “private activity” for the 
purposes of the Act.

employees
It is advisable to inform employees 
(either at induction or via more 
detailed signage) that they may be 
surveilled and to advise how 
surveillance recordings and related or 
secondary material may be used.

As section 7 of the Act refers to the 
“express or implied consent” of each 
party to the activity, it would be 
desirable to refer to the use of 
surveillance in employment contracts 
and through communications to staff.

Such contracts and communications 
would constitute at least part of the 
circumstances from which it could be 
argued that the parties to an activity 
could reasonably expect that someone 
else might observe them.

Suggested wording for inclusion in an 
employment contract may be along 
the following lines:

“I understand that # [employer] 
operates various [audio and] 
optical surveillance devices in 
and about the Workplace [# it 
may be necessary to define this],
I acknowledge and consent to the 
lawful:

(a) [audio and] optical
surveillance of my activities,

including telephone 
conversations; and

(b) use by # [employer] of 
surveillance footage, 
recordings and secondary 
material (including 
dissemination to third 
parties) at the discretion of # 
[employer], ”

It should be noted that any express or 
implied consent would not extend 
necessarily, for example, to non
employees making incoming 
telephone calls.

Further, surveillance material may 
contain sensitive information about a 
person, including his or her religion, 
ethnic origin, race, sex life, income, 
credit history etc.

Accordingly, legislation dealing with 
privacy, data protection and anti
discrimination together with other 
obligations of secrecy and 
confidentiality must be also 
considered.

This will be important particularly in 
circumstances where surveillance 
material is intended to be divulged to 
third parties.

Recent developments regarding email 
use (and abuse) by employees3 have 
highlighted the importance of raising 
staff awareness about company 
policies and procedures to enable such 
guidelines to be followed and, of 
course, to enable them to be 
enforceable.

The same considerations apply in 
relation to optical and surveillance. 
Employers should clarify and agree 
their position in relation to this issue, 
and record and disseminate the policy 
to all employees (and possibly 
contractors and other relevant 
persons).

optical devices
Section 7 deals with optical devices. 
Sub-section 7(1) provides that a

person must not knowingly install, use 
or maintain an optical surveillance 
device to record visually or observe a 
private activity to which the person is 
not a party unless the express or 
implied consent of each party to the 
activity has been obtained.

A video camera and binoculars, for 
example, would fall within the 
relevant definition in section 3 and, 
therefore, would be regulated by 
section 7.

As a result, there are implications 
arising out of this section that require 
further consideration. For example, 
what is the position of investigators 
engaged by insurance companies to 
conduct investigations?

conclusion
The Act imposes substantial penalties, 
including imprisonment for breaches 
of the prohibitions contained in the 
Act.

It is therefore important for employers, 
retailers and other persons who may 
use surveillance devices to ensure that 
their surveillance procedures do not 
result in a contravention of the Act.

As with any new legislation, it is not 
free from difficulty in how it is to be 
interpreted, but no doubt understand
ing and a clearer grasp will be 
obtained from judicial determinations 
as they arise. * 2 3

NOTES
I. The effective provisions of the Act 

commenced operation from 1 January 2000. 
Under section 2(1) of the Act, Part 1 which 
deals only with definitions, purposes and 
commencement, commenced on the day the 
Act received Royal Assent, which was 18 
May 1999.

2 R Becroft, technology v privacy - the 
Surveillance Devices Act 1999, Young 
Lawyers' Journal, Number 15, March 2000, 
pages 10-1 1.

3 See, for example: Australian Municipal 
Administrative, Clerical &. Services Union v 
Ansett Australia Ltd [2000] FCA 441 (decided 
7 April 2000); and Guidelines issued in March 
2000 by the Privacy Commissioner titled 
Guidelines on workplace, email, web 

browsing and privacy, available at: 
http://www.privacy.gov.au/issues/p7_4.html.
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