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Is this email

Introduction
Internet users are now going to have to ask themselves: 
“Is this email spam?” before hitting the “send button”. 
It has been estimated that up to 35 per cent of all 
inbound email messages are spam. It has also been 
estimated that the proportion of email messages 
which are spam will reach 50 per cent by 2005.

Since the commencement of the Spam Act 2003 
(Cth) (Spam Act) in early April 2004 it is no longer 
permissible to send unsolicited commercial electronic 
message without the consent of the recipient unless 
an exception applies. This article discusses the rules 
contained in the Spam Act that an organisation 
must comply with when sending commercial email 
messages.

Spam Act 2003
The Spam Act does not define “spam” but instead 
regulates the sending of commercial electronic 
messages with an Australian link.

A message is a “commercial electronic message” if 
it is for the purpose of, among other things, offering 
to supply/providing, advertising or promoting goods, 
services, land, business opportunities or investment 
opportunities.

A message will have an “Australian link” where:
• the message is sent from Australia;
• the sender of the message is in Australia or 

controlled in Australia;
• the computer used to access the message is in 

Australia; or
• the recipient of the message is in Australia 

or carries on business in Australia when the 
message is accessed.

An organisation is taken to authorise the sending 
of an electronic message if a person authorises the 
sending of the message on behalf of the organisation.

The Spam Act contains the following rules that 
apply to the sending of commercial electronic 
messages with an Australian link, address-harvesting 
software and harvested-address lists.

Spam Rule I - Consent
An organisation must not send a commercial elec

tronic message without the consent of the recipient 
unless it is a designated commercial electronic message.

A recipient’s consent may be express or reasonably 
inferred from the recipients conduct, or business or 
other relationship with the sender. The Spam Act 
expressly states that a persons consent to receiving a 
message may not be inferred from the mere pub
lication of the person’s email address. However, 
consent may be inferred where:
• an email address of an officer or employee of an 

organisation has been conspicuously published;
• it is reasonable to assume that such publication 

occurred with the person’s consent;
• the publication is not accompanied by a statement 

that the person does not wish to receive unsolici

ted commercial electronic messages; and
• the message is relevant to the work-related 

business, functions or duties of the officer or 
employee.

A “designated commercial electronic message” is 
a message:
• that only contains factual information 

(e.g. newsletters, updates); or
• the sending of which has been authorised by 

a government body, registered political party, 
religious organisation, charity or charitable 
institution and which relates to goods or services 
supplied by the organisation.

Spam Rule 2 - Identity and contact details
An organisation must not send a commercial elec
tronic message unless it:
• clearly and accurately identifies the organisation 

(e.g. name and ABN); and
• includes the organisation’s contact details 

(i.e. electronic or physical address).

Spam Rule 3 - Functional unsubscribe 
facility
An organisation must not send a commercial elec
tronic message which does not contain a functional 
unsubscribe facility unless the message is a designated 
commercial electronic message.

A “functional unsubscribe facility” is a statement 
that the recipient of a message may use an electronic

address contained in the message to send an unsub
scribe message to the organisation which authorised 
the sending of the message.

Spam Rule 4 - Address-harvesting 
software and harvested-address lists
In addition, the Spam Act also prohibits an 
organisation:
• supplying, acquiring or using address-harvesting 

software; or
• harvested-address lists.

“Address-harvesting software” is software that is 
designed or marketed for use for:
• searching the Internet for electronic addresses; 

and
• collecting, compiling, capturing or otherwise 

harvesting those electronic addresses:

A “harvested-address list” is a list, collection or 
compilation of electronic addresses which has been 
produced using address-harvesting software.

Enforcement
The Australian Communications Authority (ACA) 
may institute proceedings in the Federal Court 
against an organisation which breaches the Spam Act 
to recover a pecuniary penalty of up to $1.1 million. 
The Federal Court may, on the application of the 
ACA (or victim in the case of victim compensation), 
order an organisation which breaches the Spam 
Act to:
• pay compensation to a victim who has suffered 

loss or damage as a result of the contravention; 
and

• pay to the Commonwealth any financial 
benefit that is reasonably attributable to the 
contravention.

The Federal Court may, on the application of the 
ACA, also grant an injunction restraining an 
organisation from engaging in conduct that 
breaches the Spam Act.

The ACA itself may issue to an organisation:
• if the organisation has breached the Spam Act - 

a formal warning; and
• if the ACA has reasonable grounds to believe 

that an organisation has breached the Spam Act 
- an infringement notice. The infringement 
notice must, among other things, state that the 
matter will not be dealt with by the Federal Court 
if the penalty specified in the notice is paid 
within the period allowed by the ACA.

(continued on page 17)

Internet users are now going to have to ask themselves: 
((Is this email spam?” before hitting the “send button”.

6


