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TELECOMMUNICATIONS (INTERCEPTION)AMENDMENT BILL 1993

OUTLINE

Purposeof Bill

The Bill will giveeffectto certainof the recommendationsarisingout of areviewof
the Telecommunications(Interception)Act 1979carriedout by the
Attorney-General’sDepartmentin 1991 and 1992.

The proposedamendmentsaredirectedat resolvingpressingpracticalproblemsandat
improving theoperationalandadministrativeeffectivenessof the Act, while retaining
its currentbalancebetweenprivacyinterestsandlawenforcementobjectives.

The mainamendmentsareto:

(a) enablethereplacementof the presentsystemof routing interceptions
throughCanberrawith asystemunderwhichthe AFP maintainscontrolof
Stateinterceptionsby meansof computerlinks but without listeningto, or
recording,thosecommunications;

(I>) permitlawenforcementagenciesto:

(i) monitoror recordtelephoneconversationsto which theyareaparty
without warrantsin emergenciesinvolving actualor threatenedloss
of life or threatof seriousinjury orof seriousdamageto property;and

(ii) monitorthetelephoneconversationsof alikely recipientof
kidnappingorextortiondemandswithouta warrantwheretheyhave
thatperson’sconsent:and

(c) removethe geographicalrestrictionon Statelaw enforcementagencies
providedinterceptionsmadeby them arewithin theft functions.

The Bill will alsoincludecomputer-relatedoffencesunderPartVIA of theCrimes
Act 1914 which, by theirverynature,arelikely to involve the useof
telecommunicationsfacilities.

Financialimpact Statement

The replacementof thepresentsystemof routing interceptionsthrough Canberrais

estimatedto achievesavingsof about$2 million for all agencies.
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NOTESONCLAUSES

Clause1 — Shorttitle

Clause1 specifiestheformalcitationof theproposedAct anddefinestheterm
‘Principal Act’ to meanthe Telecommunications(Interception)Act 1979.

Clause2— Commencement

2. Apart from thosesectionsrelatingto the updatingof the meansby which
interceptionsarecarriedout (seeclause5) which are tocommenceupon
Proclamation,the proposedAct is to commenceupon theRoyal Assent. A specific
dateforcommencementof the formersectionshasnot beenfixed becauseit is
uncertainwhenthe requiredtechnicalchangeswill completed.However,it is
anticipatedthattheAct will be proclaimedto commenceon 1 January1994. If the
amendmentshavenot beenproclaimedto commenceon 1 March 1994,theywill
commenceon thatdate.

Clause3 — InterpretatIon

3. Subclauses3(1)and(2) amendsection5 of the PrincipalAct to providethe

following:

(a) to extendtheclassof ‘certifying officers’ for thepurposesof sections60
and61 of theAct to includethe rankof AssistantCommissionerin thecase
of the AFP andcorrespondingranksin the caseof Statepolice forces,
SeniorExecutiveServiceofficers of theNCA andmembersof the
QueenslandCriminal JusticeCommission;

(b) to includethe QueenslandCriminal JusticeCommissionwithin theclassof
‘eligible authorities’andthe Chairmanof thatCommissionwithin theclass
of ‘chief officer’ andto includedefinitionsof associatedexpressions;

(c) to substitutethe term ‘prescribedsubstances’for ‘narcoticdrugs’ in
subparagraph(a)(iv) of thedefinitionof ‘Class2 offence’ whichbetter
accordswith theStateoffencestheprovisionis intendedto cover;

(d) to includethe computerrelatedoffencesin PartVIA of theCrimes
Act1914 amongclass2 offences;

(e) to includenew definitionsof ‘Commissioner’,the ‘Criminal JusticeAct’,
the ‘Criminal JusticeCommission’,the ‘Deputy Director-Generalof
Security’, ‘officer’, ‘prescribedsubstance’,‘Register’,‘restrictedrecord’,
‘secretary’and‘staff member’;

(f) to updateanobsoletereferenceto theNSWCrimeCommissionin the
definition of ‘prescribedinvestigation’;and

(g) to removeobsoletereferencesto telegramsandto repealedprovisions.

4. Subclause3(3)savesauthorisationsof prescribedofficers under

subsection60(4)of the PrincipalAct madebeforethecommencementof the proposed
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Act by stipulatingthat theyareto be regardedas authorisationsof certifyingofficers
undersubparagraph(b)(ii) of thedefinition of ‘certifying officer’ in subsection5(1)of
the PrincipalAct. Clause14 substitutes‘certifying officer’ for ‘prescribedofficer’ in
section60of thePrincipalAct.

Clause4 — Communicatingetc.certaininformation

5. ThisclauseamendssectionSA of thePrincipalAct to removeobsolete

references.

Clause5— Interceptionof acommunication

6. This clauseamendssection6 of thePrincipalAct by omitting wordsmade
unnecessaryby the definitionof ‘premises’in subsection5(1) andby omitting
subsections6(3)and(4). Therepealof subsections6(3) and6(4) andthe amendment
to section47 (seeclause14)will allow the TelecommunicationsInterceptionRemote
Authority Connection(TIRAC) systemto be substitutedfor the presentsystemof
telecommunicationslinks betweentheAEP andinterceptingagencies.

Clause6 — investigationof an offence

7. Clause6 makesan amendmentto section6A of the PrincipalAct which is
consequentialupon the inclusionof theQueenslandCriminal JusticeCommissionas
aneligible authority.

Clause7 — Lawfully obtainedinformation

8. Clause7 makesan amendmentto section6E of thePrincipalAct which is
consequentialuponthe repealof obsoleteprovisionsandthe amendmentto
section65A.

Clause8 — Relevantproceeding

9. Clause8 makesan amendmentto section6L of thePrincipalAct which is
consequentialuponthe inclusionof the QueenslandCriminal JusticeCommissionas
an eligible authority.

Clause9 — Declarationof staffmembersof StatePoliceForces

10. Clause9 insertsnewsection6N into thePrincipalAct to authorisethe
Minister to declarethataspecifiedclassof membersof alaw enforcementagency
occupypositionscorrespondingto thoseof staffmembersof theAFP. Staff members
of theAFP aresubjectto thecontrolof theCommissionerof Policeandaresubjectto
the samedisciplinarymeasuresas uniformedpolice.

Clause10 — Telecommunicationsnot to be intercepted

11. Thisclauseamendssection7 of the PrincipalAct to ensurethatneithera
personwhois lawfully engagedin dutiesrelatingto theinstallation,connectionor
maintenanceof equipmentto be usedto effect interceptionsunderwarrantnor an
officer of theAustralianSecurityIntelligenceOrganization(ASIO) whoincidentally
interceptsa communicationwhile performinghisor hernormal functionof securing
premisesagainstlisteningdevices,is in breachof subsection7(1).
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12. Clause10alsoamendssection7 to providethatamemberof theAFP orof a
policeforce of a Statemaylisten to orrecord,withoutawarrant,acommunication
betweenpoliceandasuspectedoffenderin emergencieswherethereare reasonable
groundsforsuspectingthat the offender(whois the otherparty)is involvedin the
actualor threatenedloss of life, or threatof seriousinjury orof seriousdamageto
property. This will allow police to takeappropriateactionin siegesandotherlike
situationswhereit is impracticableto seeka warrantunderPartVI of the Principal
Act beforehand.

13. Clause10 similarly amendssection7 to providethat amemberof theAPPor
of apoliceforceof a Statemaylistento or record,withoutawarrant,a
communicationwith theconsentof apersonto whom the communicationis directed.
This amendmentwill allow policeto takeappropriateactionin casesof kidnapor
extortionor similar threats. As theconsentof the innocentparty is aprerequisite,the
provisionis not limited toemergencies.

Clause11 — Evidentiarycertificates

14. Clause11 insertsnew section18,which correspondsto existingsection61,
into PartIII of thePrincipalAct to providefor evidentiarycertificatesto prove
routine,formalmattersin exemptproceedingswherethe interceptionwasconducted
by ASlO. The proposedsectionwill give theManagingDirectoror Secretaryof a
telecommunicationscarrieradiscretionto issueconclusivecertificatesstatingthe acts
which the carrieror its employeesdid to executeawarrant,andthe Director-General
or DeputyDirector-Generalof Securityadiscretionto issueprimafacie certificates
statingtheactswhich ASIOdid in relationto the warrant. In addition to replicating
the specificmattersalreadyset out in existingparagraphs61 (4)(a)-(d)of the Principal
Act, proposedsubparagraphlS(4)(b)(iv) will allow theDirector-Generalor Deputy
Director-Generalto certify relevantfactsas to the custodyof recordsof intercepted
information.

Clause12— Functions

15. Clause12 amendssection33 of the PrincipalAct to redefinethe functionsof
the TelecommunicationsInterceptionDivisionof the AFP to includetaking actionto
enablewarrantsissuedto agenciesotherthanthe AlP to beexecutedandother
functionsassignedin writing by the Commissionerof Police. This amendmentis
consequentialupontheamendmentsto sections6 and47 which allow for the
introductionof theTIRAC system.

Clause13—Agencymayapply for warrant

16. Clause13 amendssection39 of the PrincipalAct by removingtheexisting
territorial limitation on warrantsissuedto Statelawenforcementagencies.Theeffect
is to allow aStateagencyto seekawarrantin respectof a telecommunicationsservice
locatedoutsidethe State,providedthe interceptionis otherwisewithin its functions.

Clause14 — Limit on authorityconferredby warrantundersection45 or 46

17. Clause14 amendssection47 to requirethatactionmustbetakenby anAFP
officer or staffmemberto enableawarrantto beexecutedbeforean interception
underthe warrantmaybegin. Thiswill allow implementationof the TIRAC system
wherebyan APPofficer or staffmemberwill beable to activatea switch from the
TelecommunicationsInterceptionDivision (theTID) of the APPin Canberraafter
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satisfyinghimselfor herselfthatthe interceptionis in accordancewith thewarrant.
Activationof theswitch will allow theinterceptedsignalsto bereceiveddirectby the
law enforcementagencyinsteadof beingroutedthroughtheTID in Canberraasat
present.

Clause15—Judgemayrevokewarrantwheresection51 contravened

18. This clauseamendssection52 to requireacopyof the instrumentof
revocation,ratherthantheoriginal, to be sentto theAPP.

Clause16—Notification to AustralianFederalPoliceof issueof warrantstoother
agencies

19 This amendmentto section53 of thePrincipalAct is consequentialupon the
amendmentstosections6 and47 which allow for theintroductionof theTIRAC
system. Agencieswill be requiredto sendcopiesof their section45 and46 warrants
ratherthanthe originalsas currentlyrequired.

Clause17 — Entry into forceof certainwarrantsandexerciseof authority
conferredby warrant

20. New section54 is consequentialupontheamendmentsto sections6 and47
which allow for the introductionof theTIRAC system.The new provisionstipulates
thatawarrantissuedto a law enforcementagencyotherthanthe APPdoesnotcome
into force until theAPP receives:

(a) in the caseof atelephoneapplication— the notificationrequiredby
paragraph53(1)(b) of thePrincipalAct;

(b) in the caseof a section45 or46 warrant— acopy of the warrant;or

(c) in the caseof a section48 warrant— the original warrant.

21. Clause17 alsoreplacessection55 of the PrincipalAct,consequentialuponthe
amendmentsto sections6 and47 which allow for theintroductionof theTIRAC
system.The sectionwill providethat an officer or astaffmemberof the agency
whichobtainedthewarrarn,whois duly approvedby thechiefofficer or an appointed
approvingofficer of thatagency,mayexecuteasection45 or46 warrant Therewill
beno changeto theexecutionof section48 warrantsauthorisingentry ontopremises:
the APPwill continueto executetheseon behalfof otheragencies.

22. Subelauses17(2)and 17(3)aresavingsprovisionsapplyingtheexisting
provisionsto approvalsof certifying officers anddeclarationsof designatedtechnical
officersmadebeforenew section55 comesinto force.

Clause18 — Revocationof warrantissuedto AustralianFederalPolice

23. Thisclauseamendssection56 of thePrincipalAct to simplify administration
by conferringthe powerto revokewarrantson acertifying officer ratherthanthe
Commissionerof Policeor aDeputyCommissioner.This will ensurethatawarrant
mayberevokedas soonpossibleafter it is decidedthatan interceptionis no longer
necessary.The definition of ‘certifying officer’ insertedby paragraph3( l)(l) of the
Bill ensuresthatcertifyingofficers areof appropriatelyseniorlevelsin eachagency.
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Clause19 — Revocationof warrantby chiefofficer of otheragency

24. Thisclauseamendssection57 of the PrincipalAct to enablethechiefofficer
of an agencyto delegateto acertifying officerthepowerto revokeawarrantbeforeit
expires.Delegationof this powerwill ensurethatawarrantmayberevokedas soon
as possibleafter it is decidedthatthe interceptionis no longer necessary.The clause
alsoamendsparagraph57(3)(b),consequentialupon the amendmentsto sections6
and47 to allow theTIRAC systemto beintroduced,to requirean agencyotherthan
the APPto sendacopy of theinstrumentof revocationto theAFPratherthanthe
original.

Clause20 — Notification to ManagingDirector of carrierof issueor revocationof
certainwarrants

25. Thisclauseamendssection60 of thePrincipalAct to simplify administration
by providing thata ‘certifying officer’ insteadof a‘prescribedofficer’ hasthe
functionof certifyingcopiesof warrantsfor the purposeof notifying the carrier. The
definition of ‘prescribedofficer’ in subsection60(4)will becomeredundantand
consequentlywill beomitted.

Clause21 — Evidentiarycertificates

26. Clause21 amendssection61 of the PrincipalAct to simplify administration

by —

(a) authorisingthesecretary,aswell as theManagingDirector,of acarrieror

its parentcompanyto issueevidentiarycertificates;and

(b) extendingthepowerof certifying officers of law enforcementagenciesto
issueprimafacieevidentiarycertificatesaboutroutinefactualmatters
aboutthe executionof warrantsto covercertification asto the custodyof
recordsof interceptedinformation.

Clause22— Certified copyof warrant

27. Thisclauseamendssection6lA, consequentialupon theamendmentsto
sections6 and47 which allow forthe introductionof theTIRAC system,to substitute
‘an agency’ for the APPin relationto certificatesfor usein proceedingsunderthe
Act.

Clause23— Employeeof carriermaycommunicateinformationto agency

28. Clause23 amendssection65A of thePrincipalAct to authoriseemployeesof
acarrierto comunicateinterceptedinformationwhich theymayacquirein the
performanceof theirdutiesto alawenforcementagency,providedthecommunication
is for apurposeconnectedwith theinvestigationof aseriousoffence. The
amendmentwill permitsuchemployeesto communicatelawfully obtained
informationto Statelawenforcementagencies:at presenttheymaycommunicatethat
informationonly to the APPor the NCA.

Clause24— Destructionof restrictedrecords

29. Subclause24(1)amendssection79 of thePrincipalAct to ensurethat

restrictedrecordsarenot destroyedbeforethe Ministerhasinspectedthe Registerof
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warrantsin accordancewith proposedsectionSIB (seeclause21 below).
Subelause24(2)will ensurethatexistingsection79 continuesto apply to restricted
recordsobtalnedfrom interceptionsof telegramstakingplacebeforetheprovisions
repealingsection11 andPart1V comeinto force.

Clause25—Commonwealthagenciesto keepdocumentsconnectedwith issueof
warrants

30. Clause25 amendssection80 of the PrincipalAct, whichdealswith the
obligationof Commonwealthagenciesto keeprecordsof interceptions,by:

(a) omittingparagraph80(1)(a)which is redundantas a telegramserviceno
longerexists;

(b) changingreferencesto relevantwarrantdocumentsto reflect theproposed
procedurewherebytheagencywhichobtainsasection45 or46 warrant
keepstheoriginalandsendsacopy to theAPPfor retentionin its records,
which is theconverseof thepresentrequirement.

31. Subelauses25(2)and(3) aresavingsprovisionswhich applytheexisting
provisionsto documentscreatedbeforethe proposedamendmentscommence.

Clause26—Otherrecordsto be keptby Commonwealthagenciesin connection
with interceptions

32. This clauseamendssection81 of thePrincipalAct consequentialupon the
repealof provisionsrelatingto theinterceptionof telegramsandplacesstaffmembers
of anagencyin the samepositionasofficers in relationto the communicationof
lawfully obtainedinformation.

Clause27— Registerof Warrants

33. Clause27 insertsnewsections81A and81B into thePrincipalAct. Proposed
section8lA requiresthe Commissionerof theAPPto havearegisterkeptshowing
particularsof all section45,46and48 wasrants.The requiredparticularswill be:

(a) the dateof theissueof the warrant;

(b) the Judgewho issuedthewarrant;

(c) the agencyto which the warrantwasissued;

(d) the telecommunicationsserviceto which thewarrantrelates;

(e) the nameof thepersonspecifiedin thewarrantas thepersonusingor likely

to usethetelecommunicationsservice;

(1) theperiodforwhichthewarrantistobeinforce;and

(g) eachseriousoffencein relationto which theJudgewhoissuedthe warrant
was satisfied,on theapplicationforthe warrant,as mentionedin
paragraph45(d)or 46(l)(d),as thecasemaybe.
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34. Proposedsection818 will obligethe Commissionerof the AFP to deliver to
the Ministereverythreemonthssomuchof theRegisteras hasnot beenpreviously
inspected.Thefirst inspectionwill beduethreemonthsfrom thedateon whichthe
new sectioncomesinto force.

Clause28— Functionsof Ombudsman

35. Thisclauseamendssection82 of thePrincipalAct to includetheRegisterin
the documentswhicharesubjectto inspectionby the Ombudsman.

Clause29— Exchangeof informationbetweenOmbudsmanandStateinspecting

authorities
36. Clause29 insertsnew section92A into thePrincipalAct to allow the
Ombudsmanto give informationobtainedin thecourseof performinghis/her
functionsundersection82 to his/herStatecounterpartsbut only wherethat
informationrelatesto anagencyof that Stateandthe Ombudsmanis satisfiedthatthe
informationis necessaryto enablethe Stateinspectingauthorityto performits
functions.

37. Proposedsubsection92A(4) alsoauthorisestheOmbudsmanto receive

correspondinginformationfrom aStateinspectingagency.

Clause30 — Annual reportsregardingapplicationsandwarrantsunderPartVI

38. Thisclauseamendssection94 of the PrincipalAct, whichdealswith the
obligationsof Commonwealthagenciesto reportto theMinister, by removingan
obsoletereferenceto telegramsandinsertinganewrequirementto reporton the total
costsof interceptionduring the reportingyear.

Clause31 — Annualreportsby Stateauthorities

39. Clause31 amendssection96 of thePrincipalAct, whichimposes
correspondingreportingrequirementson Stateauthorities,by insertingnew
requirementsto reporton their useof thenew powersto monitorcallsin emergencies
suchas siegesand,with appropriateconsents,in kidnappingandextortioncases(see
clause6) andon the total costsof interceptionduringthereportingyear.

Clause32 — Reportregardinginterceptionswithoutwarrantandother
informationto beincludedin report

40. Thisclauseinsertsnewsection102A into the PrincipalAct to requirethe
Minister’s annualreport to the Parliamentundersection99 to includedetailsof the
useof thenewpowersto monitorcalls referredto above.

41. Clause32 alsoreplacesexistingsection103 of thePrincipalAct with a
provisionwhich requiresthe annualreportundersection99 to includedetailsof the
totalcostsof interceptionfor lawenforcementpurposesandanyotherinformation
which maybeprescribedin theregulations.

Clause33—Repeals

42. This clauserepealsredundantand obsoleteprovisions.
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Clause34— Furtheramendments

43. This clausemakesminor grammaticalandconsequentialamendments,listed
in the Schedule,to removeobsoletereferencesto telegramsandto repealed
provisionsandto omitspecificpecuniarypenaltiesin subsections105(2), (4) and
107(2)andsection106. Referenceto pecuniarypenaltiesis unnecessaryas section4B
of the CrimesAct 1914 imposespecuniarypenaltiesby aformulawhichfixes the
penaltyby referenceto the termof imprisonment.
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