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Abstract

The relationship between new technologies and security is well established in the fields of defence, law enforcement,
communications and public health. This has been highlighted by recent public debate about the security implications
of data held by companies operating in social media and information technology (such as TikTok and Huawei). While
genomic technology had been less high profile in the context of security, this changed following the COVID-19
pandemic, which focused attention on the significant implications of this form of data. This article discusses
commercial genomic technology, related government interests and the growing implications for data security and
regulation, such as through the example of the Beijing Genomics Institute, a large company providing genomic testing
services to consumers worldwide. We suggest that commercial genomic data has growing implications for countries
such as the United States and Australia and argue for greater attention to be directed to this form of technology and
associated data security and regulation, including security assessment to address the risks associated with international
transfer via corporate entities.
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1. Introduction

Technology advancement has long been linked with economic development, international security and military superiority.*
However, the field of genomics and its international security implications has received less attention in the literature until
recently. In a 2021 assessment, the US Office of the Director of National Intelligence warned that ‘losing your DNA is not like
losing a credit card. You can order a new credit card but you cannot replace your DNA.’? This was followed in 2022 by the US
Department of Defense identifying six Chinese genomics companies as ‘military companies operating in the United States’.®
Specifically, China’s genomic industry has been identified as a threat to national security, with a focus on the company Beijing
Genomics Institute (BGI), a national leader in this field of research in China and one of the largest exporters of genomic
products internationally. This article explores genomic data security governance and regulation considerations in the United

States and Australia, in the context of Chinese genomics sales increasingly being narrated as threats of national security.
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The transnational exchange of corporate genomic data is occurring in the context of an increasing focus on cyber and data
security. This comes at a time when the ‘strategic trust’ between Western countries and countries such as China has been
diminished, especially in relation to data security and its potential to be used in the future in contexts such as ‘hacktivism,’
cybercrime, cyber-espionage and cyberwarfare.* The genomics sector is predicted to grow in both scale and sophistication due
to large government and private investments in the industry.®> While China and India are growing in importance in contemporary
life sciences, including genomics, their rise also reflects the multitude of regulatory challenges for science governance shared
globally.® Of particular concern is China’s military development strategy, known as military—civil fusion.” While some scholars
warn against the simplistic linking of China’s genomic development with immediate conversion to genetic weaponry,® national
security concerns continue to dominate international reactions to China’s genomics industry.

Data security issues have been raised in relation to the activities of several companies operating in the United States, Australia
and elsewhere, with the association between the state and commercial sectors a key issue.® Security issues have been raised in
relation to products across several fields, including 5G infrastructure. One example is the social media company TikTok’s
potential to share data with the Chinese government, which has been the subject of parliamentary inquiries and media.® The
use by government departments of China-made CCTV surveillance cameras, manufactured by Dahua and Hikvision, has led
to debate over whether a more comprehensive approach is needed to evaluate Chinese technologies and their potential data
privacy and security risks.?* It should also be acknowledged that relationships between the corporate sector, including social
media and technology companies, and intelligence agencies, have been documented in liberal democracies, as evidenced by
Edward Snowden’s disclosures.*? Further, as will be discussed in greater detail later, genomics companies in the United States,
such as GEDMatch and 23andMe collaborate with law enforcement agencies through a technique known as forensic
investigative genetic genealogy, in which their customers’ data is used to solve serious crimes.®

Considerations of national security are increasingly influencing economic decision-making, with growing recognition that
national security and the economy are interrelated.’* Cave argues that the Australian Government should develop a
comprehensive approach to evaluating security challenges rather than approaching them as independent issues.’® Recent
developments in relation to Australia’s trade relationships have highlighted the links between economics and national security,
and the vulnerability of Australia’s relatively small economy.® The genomics sector is growing rapidly, and will face even
greater commercial and security implications in the years ahead.

Genomic data represents a growing and underappreciated security threat as it is generated and applied increasingly widely in
health and ancestry contexts. It can provide strategically significant information about individuals and populations, and
alongside current developments in artificial intelligence, genomic technologies may have the most significant implications for
humanity of any technology currently being developed. Genomic data is most often created for medical, population health and
genealogy purposes. Its uses can include disease diagnosis, the provision of medical treatment, medical research or recreational
ancestry. As we saw during the COVID-19 pandemic, genomic data also has security implications. It can play a key role in
creating and responding to biological threats, such as COVID-19 genome sequencing, used to track mutations and identify
chains of transmission.” Through the field of DNA evidence, it also has a decades-long history of use within the criminal
justice system, where it has played a major role in identifying individuals and contributing to public security and law
enforcement.8

As genome sequencing has become more efficient and cheaper to undertake, the volume of data that can be generated and
analysed for security and health purposes has increased markedly.'® Consequently, the significance of the collection has grown,
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as have the analytic and application capabilities. This is compounded by the increased scale of genomic databases, increasing
the risk and potential impact of data breaches. For example, in 2018 the MyHeritage data breach exposed sensitive genomic
data of 92 million users via a leaked file containing email addresses and hashed passwords.?

This article argues that there are interrelated developments in the international security implications of commercial genomic
data that necessitate regulatory reforms. Section 2 discusses the data security implications of genomics. Section 3 describes
commercial genomics in China and its strategic significance. Section 4 examines BGlI, and the security concerns associated
with its provision of genomic testing to consumers around the world. Section 5 argues that the emerging national security
concerns and implications of genomics, as evidenced by current security assessments, require steps to be taken to mitigate the
threat.

The argument that unfolds throughout the article seeks to highlight the fact that greater regulatory scrutiny must be directed to
the issue of genomic data security. Recent developments in the commercial genomics industry are important, both now and
into the future. They provide reasons to carefully consider the potential end uses of the genomic data, for governments to
investigate the more stringent regulation of their citizens’ data and for genomic data to be viewed as a key national resource.
Companies providing commercial genomic products and services should be vetted and regulated, and if it is appropriate for
them to do so, required to securely store genomic data. Governments should be cognisant of the ramifications of offshore
movement of this data. Developments in commercial genomics illustrate the need for a more comprehensive approach by the
Australian Government to evaluate the security risks associated with the genomic data of Australian citizens and address them.

2. Genomics and Security

Genomics involves the analysis of the entire human genome; this is in contrast to genetics, the analysis of single genes and how
traits are passed on to following generations.?! Genomic data are sensitive and can reveal an individual’s identity, health status,
susceptibility to disease, ethnicity, paternity and relatedness. Perhaps the earliest collection of this form of data was via
‘Guthrie’, or newborn screening, cards, an approach that has been undertaken for all births in Australia and most other
developed countries for approximately half a century. It involves the collection, storage and screening of babies’ blood within
a few days of birth, and associated testing for a range of genetic conditions, such as cystic fibrosis.?? Genomic technologies
are becoming increasingly important to medical research and treatment, and the field has developed and continued to expand
following the completion of the Human Genome Project in 2003 by the US Department of Energy and the National Institutes
of Health, which located and sequenced all human genes. More recently, genomics has benefited from advancements in big
data analytics and artificial intelligence, and its influence on human health and clinical medicine will continue to grow.?3 The
Human Genome Organization’s Imagined Futures initiative describes likely future issues for genomics, which include data
security and privacy, consent, expanded usage, human error, hacking and interoperability of storage formats.

As is the case across a number of sectors, data security in healthcare is becoming a more significant issue for governments and
individuals as new forms of data are generated, and in greater volumes. The threat of cybersecurity is now well understood as
instances of data breaches involving national institutions, governments and businesses become more common. Whether the
data are held in the public or private sector, genomic databases provide a rich source of information relating to individuals and
populations. This is not only key to medical treatment and research, but can be used to understand and identify people, link
them with their relatives and determine population-specific vulnerabilities.?

Genomic analysis can diagnose specific diseases, provide predictive health screening, identify predispositions to specific
diseases to inform lifestyle choices and facilitate ancestry tracing to ascertain the ethnic background of a person and identify
their genetic relatives. Comprehensive databases of citizens” genomic data have the potential to create power imbalances
between governments and citizens,?® and the regulation of this data is important to maintain rights such as privacy and
autonomy.?’
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The All of Us program in the United States, which is planning to sequence the genomes of a million Americans, and the 100,000
Genomes Project in the United Kingdom are population-wide databases that seek to harness national health benefits from
genomic data and inform medical research. They will contribute to new interventions and improved public health planning.?
The potential healthcare benefits of genomics range from new therapies and personalized medicine to better public health
policy, surveillance during pandemics and preventative vaccines. Big data and artificial intelligence will have an impact on
most areas of society, including the analysis of genomic data to deliver more precise healthcare. Healthcare benefits can also
be security benefits, as in the case of vaccines against infectious diseases, as illustrated by COVID-19. The pandemic clearly
demonstrated that genomics is associated with risks that threaten international security, potentially undermining economic and
political stability across the world. The potential to leverage human population and pathogen genomic data with emerging
techniques such as CRISPR highlights these risks.?®

The financial incentive to commercialize new technology has led to the emergence of online, direct-to-consumer (DTC)
genomics companies that offer mail-order testing for health conditions and ancestry. Since the mid-2000s, they have offered
an increasing range of services.*® Companies headquartered in the United States include 23andMe, Ancestry.com and
GEDmatch, which enable users to upload data from multiple providers and search for their genetic relatives.® These companies’
services are widely used, and as the cost of the technology has become cheaper, the price of services has reduced; the customer
base of the leading companies is in the tens of millions worldwide, and growing each year.?

The aggregate value of DTC genomics company data sets is now significant from the perspectives of pharmaceutical
companies, medical researchers, government agencies and law enforcement. 23andMe, which provides ‘genetic risk tests’ for
a range of conditions, including Alzheimer’s disease and Parkinson’s disease, shares aggregate information about the
prevalence of genetic traits in their customers as part of its business. In 2018, pharmaceutical company GlaxoSmithKline
invested $300 million in 23andMe for the purpose of using customers’ deidentified aggregate data for research purposes. It
also shares identifiable genomic data about individuals, as required by laws, regulations and judicial requirements.3*

The security benefits of genomic data include the establishment and use of increasingly sophisticated DNA databases, and
techniques to identify criminal offenders and exculpate those who are innocent. The forensic use of DNA has a decades long
history in the criminal justice system. This form of genomic analysis can identify individuals with a high degree of accuracy
and link them with crimes through biological evidence. Forensic geneticists are now utilizing new applications of genomic
analysis, such as screening a suspect’s sample to determine their likely physical appearance, a practice known as forensic
phenotyping.®®

The cross-sector use of genomic health and ancestry data by law enforcement in criminal investigations in the United States
has been well documented. If, in an investigation of a serious crime, a law enforcement agency is not able to obtain a match for
a suspect’s DNA profile on their national forensic DNA database, they may search a commercial genomic database for a relative
of their suspect.®® This technique is known as Forensic Investigative Genetic Genealogy, and it is much broader in scope than
matching against a forensic DNA database of convicted offenders that is regulated by criminal procedures legislation. It
facilitates searching of up to fourth cousins (often around 100 people) of the person that submitted their genomic data to a
direct-to-consumer testing company.®” Given that it is estimated that tens of millions of people have submitted their genomic
data for testing to one of these companies, it has a vast potential scope as an investigative technique, to the extent that anyone
in developed countries can now potentially be identified.%® We should acknowledge that there are significant security risks
associated with this data and that there is a need for greater regulation to ensure it is only used for lawful purposes, and to
ensure it is stored securely.
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3. Commercial Genomics in China

The Chinese Government has invested heavily in emergent technologies, including those relating to artificial intelligence,
biotechnology, and cybersecurity. China’s party-state merges its social control interests with the profit-seeking interests of the
private sector. It is reasonable to assume that large private companies are to some extent affiliated with the Chinese party-state.
Since the 1970s, when China’s market opened up, the country’s market system has evolved into ‘party-state capitalism’.>® For
many companies in China, aligning the goals of the company with those of the party-state is a well-established business strategy,
often linked with strategic business development opportunities.*

As occurs in many countries, Chinese companies foster strategic political connections to obtain government funding and access
to commercial networks.** The national intelligence law may require them to provide corporate data to the state, where it is
considered by the government to be relevant to the national interest.*? Due to the communist state framework of the political
system, the government can exert greater control over companies than in the West. BGI has been well supported by the Chinese
government for many years. For example, after outlining a plan for sequencing the human genome in 1999, BGI has received
both political and financial support from the government, including the selection of BGI’s co-founder as a member of the
Chinese Academy of Sciences, as well as large strategic loans and grants that have supported the rapid growth and scaling of
the company.*® In its initial public offering documentation, BGI reported over CNY 1 million in government grants to support
the company’s projects in technology park building, cancer screening, bioengineering and new pharmaceutical development,
among other business and research activities.**

Genomic data is strategically significant to the Chinese government. In 2016, China’s party-state launched the National
GeneBank ([E 52 #5[A] JF), with the intention of developing it into the world’s largest repository of genomic data. Its stated aim
is to ‘develop and utilize China’s valuable genetic resources, safeguard national security in bioinformatics (4415 E.%%), and
enhance China’s capability to seize strategic heights in the domain of biotechnology’.*® A push to develop genomic technologies
was outlined in the 13th Five-Year Plan (2016-2020). It sought to develop the biotechnology industry in a number of ways,
including by:

e accelerating the wide application of genomics and other biotechnologies

e creating demonstrations of network-based biotech applications

e promoting large-scale development of personalized medical treatments, new drugs, bio-breeding and other next
generation biotech products and services, and

e promoting the creation of basic platforms such as gene and cell banks.*¢

The 14th Five-Year Plan (2021-2025) continues this focus. Gene technology and biotechnology are one of the seven frontier
fields of science and technology, and biotechnology is classified as one of the country’s strategic emerging industries.*” These
mid- to long-term plans also include clear provisions for military—civilian integration, along with advancement in other key
areas, such as quantum technology, new materials and intelligent remotely piloted systems.*® Commentators in other countries,
such as Australia, have expressed concerns about the links between the worldwide collection of commercial data and military
research in China, not only in relation to genomics but in other areas, such as social media and artificial intelligence (Al), that
may indicate that data collection in this sector is part of a broader trend.*°
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China’s bioinformatics infrastructure has previously been raised by scholars as a means of obtaining a more holistic view of
how genomic data might be used in practice by governments in the future.® BGI occupies an important role as a major global
genomics company in China’s bioinformatics landscape, distinguishing itself for its extensive DNA sequencing capacity at low
cost (BGI was first to break the US$100 mark for human genome sequencing), and has created a significant portion of the
world’s genomic data.®® Chinese researchers actively participate in bioinformatics, from large-scale genomic analysis to
algorithm development, as reflected in a large number of publications in leading journals.5? The Chinese government recognizes
the future importance of bioinformatics and genomics research, and provides funding and support for further initiatives in the
field, such as the genome sequencing archive.> Vogel and Ouagrham-Gormley (2022) highlight the need for further research
and analysis into these issues:

We need to do a better job of conducting more complex socio-technical assessments of how China might try to use biomedical
big data, as well as studying China’s bio-informatics personnel and technical infrastructure. Just focusing on the data and the
people who steal them does not tell us enough about China’s ability to use those data for economic or security purposes. Security
concerns about biomedical big data (and China’s role in biomedical data hacking) need to be further studied and scrutinized
with more robust empirical evidence in order to better inform U.S. decision-makers about the true nature of China’s economic
and national security threats.>*

Significant international security concerns are associated with the genomic data held by Chinese companies due to the
relationship between the industry and the state, and these are beginning to be appreciated by western democracies. In the
following section, we examine the Chinese security environment and BGI more closely.

4. Beijing Genomics Institute

BGI is the national leader in China’s genomics industry. Founded in 1999, it now has over 6000 employees worldwide and its
business spans the agriculture, conservation and environmental sectors, as well as healthcare. The total value of the company
was estimated at approximately US$8 hillion in its 2021 investor report. Its aim is to ‘make state-of-the-art genomics highly
accessible to the global research community’, with a focus on large-scale and large-throughput genomic applications.® BGI’s
low cost and efficient gene-sequencing business has amassed customers around the world and accumulated a large volume of
genomic data. The company’s products have attracted attention from national security stakeholders and media reporting on
alleged data harvesting practices in 2021.57 In 2020, BGI reported receiving approximately US$8 million in Chinese
government subsidies.>®

Internationally, BGI has been best known for its prenatal testing products, although it is expanding its range of services. While
it also offers whole genome sequencing services to customers worldwide, it is one of the few companies that has developed a
non-invasive prenatal test (NIPT) for a disease known as foetal trisomy.>® NIPTs test foetal cell-free DNA fragments in the
peripheral blood of pregnant women. Since the 2010s, they have replaced invasive procedures in neonatal testing, which carry
an increased risk of miscarriages. In 2020, Australia and fourteen European countries adopted NIPT as part of national testing
programmes.’® BGI’s NIFTY (Non-Invasive Fetal TrisomY) test is a whole genome-based NIPT that can detect trisomy 21
(Down Syndrome), trisomy 18 (Edwards Syndrome), trisomy 13 (Patau Syndrome) and other chromosomal abnormalities. 6

The NIFTY test comes at a low investment cost to laboratories overseas, as they are not required to purchase their own
instruments, but simply collect and ship samples for analysis. After blood samples are extracted from a patient, they are sent to
laboratories in either Hong Kong or Thailand, and from there test results are delivered online to the patient or clinician.5?
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Consent forms from 2022, suggest additional NIFTY testing labs may also be located in Hungary, Denmark, Australia, Uruguay
and the United Kingdom.®® The NIFTY tests use targeted genetic sequencing that examines specific mutations in a biological
sample, and has been validated on around 150,000 pregnancies in China.®* More than 12 million people worldwide had used
the test by the end of 2022.55

While NIFTY tests that are ordered for foreign nationals may have their samples sent to BGI’s laboratories in a third country
for analysis, the genomic data come under the control of the company, and could potentially be transmitted anywhere it has
offices, and to anyone they are obliged to share it with. Patients who use BGI’s NIFTY test are required to consent to the storage
and use of the remaining test material and associated data for the broad purpose of improving genetic diagnosis and treatment.5¢
It has been reported that data from at least 500 women who have taken the NIFTY test, including women who did so outside
of China, are stored in the China National GeneBank, a statement that BGI refutes: ‘data collected from prenatal tests on women
outside China are not stored in China’s gene bank’.6’

BGI’s privacy policy explicitly states that genomic data can be shared when directly relevant to national security, public
security, public health or significant public interest, opening a range of lawful possibilities for BGI to reuse biological samples
and genomic data.®® In 2021, BGI stated that the company ‘has never been asked to provide, nor has it provided data from its
NIFTY test to Chinese authorities for national security purposes’.®® This would be difficult to verify, as all national security
and defence-related requests for data sharing would be classified and could not be disclosed to the public.

Access to genomic data does not necessarily convert to applying that data: ‘a number of bottlenecks and errors that can get
introduced from the moment that a piece of biomedical big data is created through the journey to processing, storing,
transferring, and using the data’.”® National security and intelligence concerns relate to the vulnerability of biomedical databases
to hacking, the possible creation of bioweapons and more general privacy and economic risks.”* These should be sufficient
context for law- and policy-makers to introduce mitigating regulatory reforms in relation to genomic data. Further, as noted
above and discussed in greater detail in other articles, greater regulation of the commercial genomics sector in the United States
requires further regulation to address issues such as privacy and data security.”?

5. Addressing Genomic Security Concerns

5.1 Security Assessment

Genomic data regulation in the United States includes privacy, discrimination and data protection.” United States’ intelligence
assessments have consistently ranked Chinese access to and ownership of Americans’ genomic data as a potential threat to
national security. The four primary areas of concern include information security, data access and control, transfer of genetic
data to foreign intelligence, military, and security agencies, and strategic economic competition.™

Genomic data can inform the related issue of genome editing, first publicly identified as a national security threat in 2016 in
the annual report of the Office of the Director of National Intelligence: ‘Research in genome editing conducted by countries
with different regulatory or ethical standards than those of Western countries probably increases the risk of the creation of
potentially harmful biological agents or products.’” Seven years on, and following the COVID-19 pandemic, assessments more
clearly link genomic security with the national security of the United States. A more recent ODNI threat assessment
acknowledges developments in genomic technologies as having the potential to both create scientific breakthroughs, but also
to ‘lead to the rapid development of asymmetric threats to U.S. interests’.”® The potential for genomics to contribute to
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biological weapons that intelligence communities are not prepared to detect, attribute and treat is now a concern, and this would
be closely associated with access to genomic data. Alongside Russia and Iran, China is identified as a non-allied country
investing heavily in biosecurity. The security concerns raised by genomics that have been heightened by the China-based
ownership of BGI include information security, data access and control and potential transfer to China’s intelligence, military
and security agencies for purposes contrary to the interests of the United States. The intelligence community and law-makers
also consider China’s genomic datasets a strategic threat in terms of technological advancements and economic competition.’’
During the COVID-19 pandemic, BGI contacted several US states and offered to provide COVID-19 testing kits and diagnostic
services. US intelligence agencies sought to prevent states from taking up this offer on the basis that Americans’ personal data
may be acquired by China.”®

The National Counterintelligence and Security Center (NCSC) has specifically identified Chinese-headquartered genomic
companies as potential threats. In an unclassified report published in early 2021, NCSC wrote frankly about its overall
understanding of China’s collection of genomic and other data from the United States:

Would you want your DNA or other healthcare data going to an authoritarian regime with a record of exploiting DNA for
repression and surveillance? The PRC’s collection of healthcare data from America poses ... serious risks, not only to the
privacy of Americans, but also to the economic and national security of the U.S.™®

The NCSC’s evaluation of the genomics industry in China considers the development priority that China’s government has
placed on advancements in this field, including nominating it as a ‘strategic emerging industry’ and prioritizing national support
towards the industry in plans such as ‘Made in China 2025°.8° NCSC’s evaluation also emphasizes its view that China-based
actors have acquired genomic data from the United States both by legal and illegal means, such as a cybersecurity hacking.%!
Chinese companies have an obligation to work with intelligence agencies, including providing foreign and Chinese domestic
genomic data to the state.®

Due to these privacy and data security concerns, the US Department of Commerce has added three companies from the BGI
group — BGI Research, BGI Tech Solutions and Forensic Genomics International — to its Entity List of concern on the basis of
a ‘significant risk of contributing to monitoring and surveillance by the government of China’. It considers that they ‘present a
significant risk of diversion to China’s military programs’.8 This limits their access to sensitive technology developed by US
companies. BGI Research, the largest offspring company in the list, issued a formal statement contesting involvement with the
Chinese military, stating it is ‘puzzled and greatly regret[s]’ the decision and calling for ‘further communication and
verification’ regarding the reasons for its inclusion.?4

The 2019 Annual Report to Congress by the United States—China Economic and Security Review Commission identified that
investment and cooperation in the US biotechnology sector provides Chinese corporations with access to vast volumes of US
medical and genetic data, but no reciprocal access is provided to US enterprises; access to such data would now be restricted.
BGl is the third largest DNA sequencing company worldwide, behind US companies Illumina and Thermo Fisher.8® Business
opportunities for companies in the sequencing business, such as genomic sequencing software or hardware, are likely to be
affected significantly by inclusion in the Entity List. In the mid-year investor report in June 2023, BGI acknowledged three
‘trade risks’ associated with the listing: risk to international sales, international technology imports and supply chain
disruptions.® The addition of BGI to the Entity List has been viewed in China as an anti-competitive move by the United
States.®

5.2 Potential Regulation

While the United States has been more proactive in making its security assessments public regarding the threat posed by
genomic data, related regulatory developments in Australia, which is aligned in terms of its national security policies, provide

7 Office of the Director of National Intelligence, Worldwide Threat Assessment, 2023.

8 Myre, “China Wants Your Data.”

9 National Counter-Intelligence and Security Center, “China’s Collection of Genomic and Other Healthcare Data.”
80 National Counter-Intelligence and Security Center, “China’s Collection of Genomic and Other Healthcare Data.”
81 National Counter-Intelligence and Security Center, “China’s Collection of Genomic and Other Healthcare Data.”
82 Abelson, “Anthem Hacking Points to Security Vulnerability of Health Care Industry.”

8 Federal Register of the United States, “Additions and Revisions of Entities to the Entity List.”

84 BGI Group, Mid-Year Financial Report 2023.

85 US—China Economic and Security Review Commission, Report to Congress.

8 BGI Group, “Initial Public Offering and Listing on the GEM Prospectus.”

87 IVD Information, “Why Does the United States Always Shame BGI?”

95



Volume 6 (1) 2024 Smith & Bernot

insights into how it could potentially be addressed. In Australia, BGI has several approvals from the Therapeutic Goods
Administration, including tests for COVID-19 and influenza, and is not subject to any listing or similar restriction.® Regulatory
approaches could be developed in response to this issue, such as preventing foreign companies of potential concern, such as
BGlI, from providing services to Australian citizens on national security grounds. This would reflect recent approaches from
the Australian Government in relation to Chinese companies in other sectors, where national security concerns have been raised.
Indeed, comparisons have been made with the security threats posed by Huawei in relation to 5G communications technology
and intelligence collection: ‘BGI may be serving, wittingly or unwittingly, as a global collection mechanism for ... sensitive
personal information about key individuals around the world.’®® The utilization of the genomics services provided by BGI
present similar national security and regulatory issues as the potential collection of data via communication infrastructure in
light of the Chinese National Intelligence Law. In fact, it is arguable that genomic data could be even more sensitive than
telecommunications content.

As has occurred in relation to the use of Chinese technology in other contexts, the Australian Government could make a
determination that Australian citizens cannot use the services of Chinese genomics companies or use their products where there
is an attendant risk of data transfer (e.g. medical tests and associated equipment). This would follow the reasoning of the
decision of the Australian National Security Committee of Cabinet in 2018 in relation to infrastructure for Australia’s 5G
network, on the basis that BGI would likely be ‘subject to extra judicial directions from a foreign government that conflict with
Australian law’.*° In the Huawei case, the decision was made on the advice of the Australian Signals Directorate that allowing
a Chinese company to provide such fundamental technology infrastructure would be too great a security risk. In the case of
BGil, this could also be on the advice of national security and federal health agencies, and based on the fundamental importance
of citizens’ genomic data. Such an approach would accord with growing calls for a greater role of national security agencies in
relation to health security now that the security implications of the COVID-19 pandemic are well understood, and gene editing
technologies such as CRISPR have become available.®*

Privacy compliance is important in the context of the issues discussed throughout the article, due to it providing a fundamental
protection of personal data. Updated privacy and data-protection laws in relation to genomic data should be considered;
however, these may be ineffective if the data are held offshore, and outside the jurisdiction, and more direct methods may be
required. These approaches could be applied to genomic data across the board, not just in relation to foreign adversaries such
as China.

There are already some legal protections of genomic data under Australian legislation, recognizing that the information is
sensitive, and that it conveys health and other details about an individual, and potentially their family members. It is categorized
as sensitive information under the Privacy Act and Privacy Principles.®? Genomic information can only be disclosed where ‘the
organization reasonably believes that the use or disclosure is necessary to lessen or prevent a serious threat to the life, health or
safety of another individual who is a genetic relative of the first individual’.®® Legislation also makes it illegal to discriminate
against a person on the basis of their genomic predisposition to a characteristic or disease, such as in employment contexts.%*

If an Australian citizen purchases a genomic test from an overseas company, there is a question of whether that company could
be subject to Australian law. In late 2022, new privacy legislation was passed.® Its extraterritoriality provisions remove the
previous requirement that a company must collect or hold personal information in Australia in order to be subject to Australian
law. Following this reform, a foreign company that is carrying on commercial activity in Australia will be subject to the Privacy
Act, regardless of where the data are stored. The new legislation has also substantially increased the penalty for data breaches,
now in the order of A$50 million, following several high-profile data breach cases in Australia during 2022. The federal
government has stated that it wants to emphasize to companies their ‘obligation to protect Australians’ personal data, not to

treat it as a commercial asset’.%®

These regulatory developments, directed primarily at online platforms, make it more likely that overseas technology companies
that do business in Australia, but hold Australians’ data offshore, will be held accountable. This could also be applied to the

8 BGI Group, Mid-Year Financial Report.

89 National Security Commission on Artificial Intelligence, Annual Report, 53.

9 Hartcher, “Huawei? No way!”

%1 Smith, “Improving Health Security and Intelligence Capabilities.”

9 Privacy Act 1988 (Cth) s 4.

9 Privacy Act 1988 (Cth) s 16B(4).

9 Disability Discrimination Act 1992 (Cth), s 46(1)(f)—(g).

9 Privacy Legislation Amendment (Enforcement and Other Measures) Act 2022 (Cth)
% Privacy Legislation Amendment (Enforcement and Other Measures) Act 2022 (Cth).
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genomics sector and become a new governance model in this context. As the country’s Attorney-General has stated, ‘The novel
privacy challenges posed by the rise of digital platforms and the unprecedented volume and variety of data that these platforms
collect from users, underscores the importance of reforming our privacy laws.”®” Enforcing such a law will be challenging, but
it could place the actions of genomics companies under greater scrutiny, and result in improved data security. It could also be
accompanied by a programme of education to inform Australians about genomic data protection, including that when they
consent to a company using their data for research or law enforcement purposes, there may be implications for their relatives,
and that the use of their data by multinational companies may not be regulated by Australian law.

There is wide variation around the world in the regulatory approaches in relation to genomic databases. Even in developed
countries such as Australia and the United States, the framework is outdated and reforms are needed. Genomic data analytics
and machine learning are rapidly growing fields, there is a vast and expanding amount of data available and growing security,
economic, health and policy motives exist for it to be utilized. In addition to the security issues that must be addressed, reforms
in this area could also help to deal with broader concerns about privacy rights, discrimination, ownership and data integration.

6. Conclusion

Developments in the field of commercial genomic technology provide insights into aspects of international security and
technology regulation that are important and under-recognized in the literature, especially in light of the post COVID
geopolitical environment. This article has argued that, as is occurring in relation to a number of areas of new technology, the
actions of private genomics companies highlight a lack of regulation that is not only a risk to citizens’ privacy, but can also
threaten national security.

Ensuring that privacy regulation is fit for purpose can help to ameliorate the problem, but excluding a specific company, or
country of origin of a specific product, may be necessary. We argue that it is appropriate for countries to prevent their citizens
from using the services of particular foreign companies on security grounds. New regulation is urgently needed as potential
end uses and associated security implications of genomic data will continue to evolve alongside continued scientific
advancement. It is a key national resource, and greater attention should be directed to its security.
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